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Abstract 

Aiming at the difficulty of monitoring reefer containers transported by container ships 
and the low degree of modern management, a container monitoring system based on the 
WAN IoT cloud platform was developed. It can collect parameters such as the 
temperature in the refrigerated container and the operating status of the compressor in 
real time. The server analyzes and stores the data from the NB-IoT network, and 
develops the PC terminal and mobile terminal for the second time. Remote intelligent 
monitoring. As the controller of the system, the STM32F103ZET6 chip can automatically 
adjust the parameters of the refrigerated container so that it is always in the best 
operating state. The tracking experiments on 2 real ships show that the data capture and 
transmission are accurate, the system runs reliably, the parameter adjustment and 
status monitoring of the containers meet expectations, reduce the failure rate, save 
human resources, and realize the remote monitoring of unmanned ships refrigerated 
containers. and intelligent management. 
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1. Introduction 

Refrigerated containers are important means of transportation in international trade. 
Mechanical refrigerated containers are widely used internationally, and refrigerated containers 
are equipped with independent refrigeration devices. In ocean shipping, scientific and 
intelligent maintenance and monitoring of reefer containers can effectively reduce the failure 
rate, increase the utilization rate of containers, and promote the development of economic and 
trade. 

With the wide application of sensors and Internet of Things technology in the field of ships, 
shore and ship managers began to use information technology to monitor and manage reefer 
containers. Li Laomo (2009) used PLC technology to design temperature control hardware to 
realize temperature control, but did not realize remote control. Xin Libin (2017) and others 
built a fuzzy PID control system for container temperature control, but did not consider the 
characteristics of marine power supply and lacked sufficient backup power. The intelligent 
container information collection and monitoring system designed by Liu Wengang (2019) can 
monitor early warning and human-computer interaction, but there are disadvantages such as 
short transmission distance and weak signal in terms of communication and signal. 

On the basis of the above research scholars, this research developed a refrigerated container 
monitoring system based on a low-power wide-area IoT cloud platform, which can realize 
remote control and monitoring of refrigerated containers. For the single power supply system 
of refrigerated containers, the ship's emergency battery is introduced as the backup power 
supply. The system solves the power supply problem on the spot, and realizes three types of 
power supply: the ship's main power supply, the ship's emergency power supply and the 
battery; in order to solve the problems of short transmission distance and poor signal, relying 
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on LoRa communication The module sets up a system local area network, and uses the NB-IoT 
module to transmit data; abandons the traditional extensive manual inspection method and 
reduces the cost of human resources. This study uses the Internet of Things technology to 
remotely control the reefer container to create the best operating environment for the daily 
operation of the reefer container, so that it always operates at its best.  

2. System Framework and Principle  

The refrigerated container monitoring system is divided into three levels, namely the physical 
control layer, the network service layer and the terminal application layer. The system 
framework is shown in Figure 1. 

 
Figure 1: System frame diagram 

2.1. The Physical Control Layer  

The physical control layer includes refrigerated container parameter acquisition sub-nodes, 
video monitoring system, expansion valve, main node and power supply system. 

The sub-nodes collect parameters such as air temperature in the refrigerated container to the 
main node through sensors. Considering the sea conditions, in order to observe the storage of 
refrigerated containers more intuitively, a video module is introduced to monitor refrigerated 
containers. 

The sub-nodes transmit data to the master node through the LoRa communication chip. After 
the aggregated data of each sub-node is transmitted to the NB-IoT base station through the NB-
IoT communication module, the data is finally sent to the cloud platform. 

The power supply system shall use the main power supply of the ship on a daily basis, and use 
emergency power and battery power in emergency situations. When using the battery power 
supply, it is first converted by the inverter, and then the voltage conversion module is used to 
obtain different voltages to ensure the power supply of the sensor, each module, the PLC and 
the electromagnetic expansion valve. 

2.2. The Network Service Layer  

In the network service layer, the NB-IoT base station uses the VPDN tunnel to exchange real-
time data with the cloud platform server, and the cloud server stores, analyzes and forwards 
the data, and executes end-user instructions. 
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2.3. The Terminal Application Layer  

At the terminal application layer, users can query system parameters, historical data, alarms, 
etc. through different terminals, and can also perform parameter adjustment and system testing 
and maintenance, which can achieve the purpose of scientific and professional management of 
refrigerated containers. 

3. Physical Control Layer Design  

The function of the physical control layer is to collect various parameters, upload them to the 
server for storage, analysis and forwarding, and adjust the parameters through the actuator to 
finally meet the user's expectations.  

3.1. Design of Power Supply System  

For the single reefer container, the power supply system is designed with the ship's emergency 
battery as the backup power supply, as shown in Figure 2, to ensure the uninterrupted power 
supply of the reefer container.  

 
Figure 2: Structure of the power supply system of the reefer container 

3.2. Microprocessor Design and Equipment Selection  

This study selects STM32F103ZET6 chip, which has the speed of 72MHz CPU and up to 1MB 
flash memory, and integrates cross-family pins, peripherals and software compatibility to the 
greatest extent, which can meet the needs of system design. 

The physical control layer is the basis of the monitoring system. The device for collecting 
temperature parameters of the system is the sensor, and the collected data reflects the 
operation of the system. The selection of the sensor needs to consider the environmental factors, 
the range of use, the measurement accuracy and the influence of the temperature of the 
refrigerated container. The selection of each sensor in the system is shown in Table 1. 

Table 1: Sensors and main parameters of the system  

No. 
Equipment 

name 
Mode Parameter Range Error range 

1 
Temperature 

Sensor 
PT-100 

air 

temperature 
-50-+150℃ ±0.3℃ 

2 
Temperature 

Sensor 
DHT11 temperature 0-50℃ 2℃ 
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3.3. Communication Design   

Ships sometimes experience severe cold and heat, wind, rain, fog and snow on a single voyage. 
The temperature varies greatly, and the sailing position is far from the land. The construction 
of reefer containers is constructed according to IMO standards, and the environment and sea 
conditions are complex. Therefore, the hybrid communication method of LoRa and NB-IoT is 
used in the monitoring and management of reefer containers. The biggest feature of LoRa is 
that the propagation distance is longer, which realizes the unity of low power consumption and 
long distance, and the wireless radio frequency communication distance is larger. NB-IoT has 
the characteristics of low power consumption, low cost, strong link and high coverage. 

The combined application of LoRa and NB-IoT solves the problems of short transmission 
distance and high cost. Under the control of the STM32F103ZET6 chip, the environmental data 
of the LoRa module is sent to the NB-IoT module through serial communication. 

The LoRa module adopts the ATK-LORA-01 module of punctual atoms, which is small in size, 
has a receiving sensitivity of -136dBm, and has a transmission distance of 3km. It can be 
automatically sub-packaged and transmitted to ensure data completion. 

The NB-IoT module adopts the WH-NB73 module of Wenheng Electronics Co., Ltd., the 
receiving sensitivity is -129dBm, and the communication serial port UART0 is used for AT 
command and data transmission. 

ATK-LORA-01 module is ALIENTEK's small, low-power, micro-power, high-performance long-
distance LoRa wireless serial port module. The working frequency of this module is 410Mhz-
441Mhz, with a total of 32 channels, the transmit power is adjustable in 4 levels, the maximum 
power is 20dBm, the working voltage is 3.3～5V, the transmit current is 118ma, the working 

temperature is -40～85℃, and the wireless SMA antenna. 

In this study, the ATK-LORA-01 module is connected to the STM32F103 through the ATK-
MODULE interface. The electrical connection is shown in Figure 3. 

 
Figure 3: Connection diagram of LoRa module  

 
Figure 4: Application block diagram of WH-NB73 module  

The WH-NB73 module has 3 working frequency bands, the working voltage is 3.1~4.2V, the 
transmit power is 23+/-2dBm, the working temperature is -30~85℃, the working humidity is 
5%~95%RH, and the built-in antenna is selected. 
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The WH-NB73 directly sends the collected data to the NB-IoT base station through the radio 
frequency antenna, and can communicate with the dedicated NB-IoT IoT card. The application 
block diagram of the WH-NB73 communication module is shown in Figure 4. 

The data collected by the sensor is sent to the LoRa module, and the LoRa module sends the 
data to the controller. The controller stores the data and uploads it to the cloud platform server 
through NB-IoT. 

The workflow of the physical control layer is shown in Figure 5. The system acquisition terminal 
is initialized, and the STM32 microcontroller waits for the timer interrupt to wake up in sleep 
mode. After the timer sends an instruction, the STM32 microcontroller exits the sleep mode, 
collects the data of the reefer container, sends the collected information to the cloud platform, 
and then enters the sleep mode. If the control command is received, the STM32 microcontroller 
immediately exits the sleep mode, the controller sends a control command to open the 
electromagnetic expansion valve, and enters the sleep mode after the execution is completed. 

 
Figure 5: Application block diagram of WH-NB73 module  

4. Cloud Platform Development  

In this design cloud platform, the transparent transmission cloud management system of NB-
IoT is selected for operation management. The system consists of data management, 
configuration management, equipment management, camera management, monitoring center 
and mobile phone terminals. Among them, WH-NB73 module system selects Modbus letter of 
agreement. 

In order to meet the requirements of related remote monitoring and alarming, this design 
conducts secondary development of the transparent transmission cloud management system 
based on cloud configuration. For example, a trigger is set at the compressor outlet. When the 
pressure is higher than the alarm set value, the trigger will send out an alarm message. The 
alarm message can be pushed through SMS or WeChat. At the same time, the compressor will 
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be stopped, and the cruise alarm in the ship's engine room will be automatically activated. The 
development based on cloud configuration is shown in Figure 6. 

 
Figure 6: Cloud configuration development  

According to the needs of users, the SDK and API interface provided by the transparent cloud 
management system can be used to realize secondary development. The user's program 
interacts with the transparent transmission cloud in JSON format. Data reading is issued by the 
server, and the device feeds back the data in time. The server can complete data analysis, 
storage, alarm and other functions, and send it to the SDK in JSON format, and complete active 
control. In order to facilitate the analysis of the factors affecting the temperature of the reefer 
container, the system supports the download of historical data, with Excel download and API 
interface download. Figure 7 shows a group of real-time data of each data node of the reefer 
container. 

 
Figure 7: Data update interface of cloud server   

The WeChat applet of the cloud platform is developed for the second time, which realizes the 
connection with the PC data, can query the data changes of each node, and receive and display 
alarm information. Terminal monitoring, the mobile terminal applet display interface is shown 
in Figure 8. 
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Figure 8: Data update interface of mobile terminal 

5. System Test 

The system selects two container ships of a shipping company as test ships, and the two ship 
routes are global routes, which fully meet the test environment requirements. 

5.1. Power Supply System Test   

According to the requirements of the ship power supply experiment, a power outage test of the 
whole ship is carried out every month. After 2 ships have been tested, the time to restore the 
power supply of each ship is within 38 seconds, which meets the requirements of the 
International Maritime Organization, as shown in Table 2. The test results of the power supply 
system. 

Table 2: Test results of power supply system  

Serial 
number 

Testing 
frequency 

Minimum 
power recovery 

time 

 (s) 

Maximum power 
recovery time 

 (s) 

Average time 

(s) 

Complianc
e 

No. 1 Ship 10 8 22 14 Ok 

No. 2 Ship 10 6 17 11 Ok 

5.2. Communication Test   

The data missing rate is an important indicator to investigate the data collection of the system 
operation. 

The formula for calculating the missing data rate is: 

𝐸 = ∑ 𝜉𝑖
𝑁
𝑖=1 /∑ 𝐷𝑖

𝑛
𝑖=1  

In the formula, N represents the number of sensors, ξi the data lost by the ith sensor, and the 
number of data sent by the ith sensor Di. 
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The researchers sent the same amount of data to five sensor nodes successively within 48 hours, 
and counted the data reception of each node. Table 3 shows the detection results of data 
communication. The final measured data loss rate is about 1.02%, which meets the system 
design requirements. 

Table 3: Data communication test results  

Sensor Node Send Packets Receive Packets 

1 1000 989 

2 1000 995 

3 1000 985 

4 1000 986 

5 1000 994 

5.3. Monitoring System Test    

The air temperature in the container is the main factor affecting the preservation of stored 
items. The general container temperature control range is -30oC  to 60oC. The main monitoring 
parameter in this paper is the air temperature in the container. 

In June 2022, the test was conducted for a week, and the data update frequency was 40 minutes. 
After the actual test system, the operation was stable, the data transmission was fast, the data 
was detailed and reliable, the operation and monitoring of various terminals were good, and 
the instructions were executed quickly, which met the management needs of ocean 
transportation by sea. 

5.4. System Regulation Test     

The system adopts Mitsubishi FX2n-20mt series PLC control, and controls the air temperature 
of the container by adjusting the switch of the electromagnetic expansion valve. According to 
the size of the container and considering the safety, at least 2 electromagnetic expansion valves 
should be installed in each node, and at least 2 electromagnetic expansion valves should be 
installed in each container. 

When the temperature sensor detects that the actual temperature is higher than the set value, 
the control center sends a refrigeration command to the PLC to open the electromagnetic 
expansion valve. When the air temperature is higher than the lower limit and reaches the set 
upper limit, the monitoring system issues an instruction, and the PLC controls the 
electromagnetic expansion valve to open and close according to the received remote control 
signal to adjust the temperature. 

6. Conclusion 

This research system designs a refrigerated container monitoring system, sets up a sensor to 
collect the temperature parameters of refrigerated containers, develops LoRa and NB-IoT 
communication modules, uploads data to the cloud platform, and conducts real-time data 
analysis, which is effective based on the Internet of Things cloud platform. Solve the problem 
of low modernization of refrigerated containers. At the same time, the system can be connected 
with the PC software and the WeChat applet developed on the mobile terminal to realize data 
sharing and visual display of images. A control device is set up in the software and applet to 
realize the remote monitoring of the parameters of the reefer container, so that it is always in 
the best operating state, which promotes the development of the monitoring and management 
of the reefer container towards intelligence and information. 
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