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Abstract 

The efficient management and maintenance of computer experimental equipment is an 
important condition to improve the quality of experimental education. Taking the 
computer laboratory as an example, starting from the main problems in the 
management process of the laboratory, the desktop virtualization technology with high 
technological innovation is used to improve the problems existing in the previous 
laboratory management, provide a smooth and efficient method for computer education 
experiments, and provide an important guarantee for high-profit development. At the 
same time, it also explains the advantages and disadvantages of this technology in the 
use and management of laboratories, and provides some reference application modes 
for the construction and management of similar universities and research institutes. 
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1. Introduction 

Experimental education in universities is one of the most important means to cultivate 
students' practical and innovative ability, and it is also an important symbol of the development 
of school informationization. With the arrival of the big data era, the close combination of 
information technology and courses, the increase of machines and the increasing scale of 
computer laboratory management, the shortcomings of the previous management mode are 
becoming more and more obvious. Studying experimental topics and scientific research topics 
is a problem that managers have in-depth discussion value. With the advent of desktop 
virtualization technology, in order to further improve the efficiency level and work quality of 
laboratory management, some other ways can be considered to establish computer 
laboratories. In the past, the analysis of the present situation of university computer 
laboratories is becoming more and more extensive and in-depth in our society. In the rapid 
development of educational informationization, university laboratories have strengthened 
educational informationization and educational application of computers. The management of 
the lab not only ensures that the desktop environment is more effective, safe and stable based 
on the existing hardware facilities of the lab, but also provides flexible import solutions to adapt 
to the changing educational and experimental needs. But actually in the workplace, the 
computer lab managers have repeated boring and poor use and maintenance work. There are 
mainly the following problems. (1) The teaching work load is too large and the effect is poor. 
The computer laboratory is the experimental center for all teachers and students in the whole 
school, involving various disciplines and different topics. Every semester, teachers spend a lot 
of time updating computers and configuring applications in teacher education laboratories 
before teaching classes. When using this software, administrators basically ensure that all the 
applications required by all teachers are configured. As a result, software conflicts continue and 
system actions slow down. It takes time to use the traditional network simultaneous 
interpretation function, but the utilization rate is not high. At the same time, due to the 
instability of the recovery card and the serious problem of network packet loss, the 
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maintenance personnel indicated that repeated operations are needed to complete the 
maintenance and installation of the software. (2) The equipment is scattered and the failure 
rate is high. Traditional computer labs are mainly controlled by PCs composed of many 
hardware components, dispersed sites and widely dispersed users. As a result, a single point of 
failure increases. In order to properly manage all PC devices in the computer laboratory, it is 
necessary to increase managers to regularly check the hardware devices and upgrade the 
software. Due to the serious shortage of managers and uneven personal technical level, it is 
impossible to abide by the unified standard management, which leads to low management 
efficiency and inevitable increase in failure rate. (3) Static expansion to reduce the utilization 
rate of resources. In principle, in the computer laboratory of the school, students can participate 
in educational experiments only if teachers have classes. When the time is up, the experiment 
is over. Teachers and students must leave the laboratory whether the experiment has been 
completed or not. It is very difficult to implement an open experimental education model. With 
the development of information technology, it is hoped that teachers and students can explore 
together after school and continue to cooperate with impossible experimental tasks. As a result, 
the overall resource utilization rate of computer laboratories becomes lower. 

Investigation and Practice of Desktop Virtualization Technology Application 

The purpose of training professional application talents is to meet the actual needs of 
educational informationization and information technology development while solving the 
problems of repeated construction, low utilization rate and high operation, maintenance and 
management costs of school laboratories. Continuous research on desktop virtualization 
technology and its application in specific computer laboratory construction and management 
methods, and manage computer laboratories in a brand-new way to improve work efficiency 
and ensure the effective development of targeted educational experiments 

(1) Desktop Virtualization Technology Virtualization is a broader computer term. 

Usually refers to all computing elements in virtualization. But it doesn't work. Virtualization 
technology can also effectively increase the system hardware capacity and shorten the process 
of optimizing, adjusting and upgrading the system software structure. Desktop virtualization 
system or conversion to virtual desktop infrastructure is a server-based computing model. 
Although borrowing from previous slimming clients is a model, both managers and users can 
obtain the advantages of these two computing methods at the same time. Desktop virtualization 
technology data storage and operation are completely separated from traditional desktops, and 
all users' desktops are uniformly managed by data center hosts. At the same time, desktop 
virtualization technology creates several independent desktop operating systems, and all users 
end up entering user names and passwords through their own virtual desktop protocols. Access 
the campus network and access their personalized desktops at any time. In this way, users can 
fully expand their PCs. 

(2) Application of desktop virtualization technology in computer room construction. 

Students from different universities and majors need new experimental platforms to acquire 
application skills such as audio and video processing, large-scale image processing, network 
use experiments, web page making, mathematics education, office applications, databases, 
programming languages and statistical software. It can dynamically and quickly build a number 
of complex laboratory environments with high sharing of things, and improve the popularity of 
laboratory training educators in multiple categories and disciplines in academic circles. The 
technical architecture of the platform should be simple and open. Building a platform based on 
dynamic and cross-computing resource integration can improve the utilization of devices, 
reduce the complexity of applications, and enhance the ability to share storage resources. In 
order to conserve energy and other goals, it is important to be able to do so simply while 
meeting educational conditions that change when necessary. 
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2. Construction plan 

(1) The principle of desktop virtualization technology 

After a lot of field research, testing and analysis of technical solutions, RedRiverCollege has 
created desktop virtualization technology for Citrix's new dynamic shared cloud computing 
experimental platform. There are 306 computers in the laboratory and 4 new computer rooms, 
totaling 310 computers. At the same time, actively use old computers to transform a computer 
room. New customers are used to build new computer room terminals, and existing customers 
are used to rebuild old computer rooms. In order to build desktop virtualization and 
applications, XenServer-based computer terminals, experimental desktop cloud virtual 
resource pool, two different terminals, two different operating principles. 

(2) Introducing desktop virtualization technology 

The construction of university cloud computing laboratory is based on the principles of 
simplicity, dynamics and sharing, and makes full use of virtualization and multi-layer storage 
capabilities. In order to integrate computing resources, a dynamic platform based on resources 
is established, including storage and load balancing technology to improve the utilization rate 
of machines, reduce the complexity of applications, strengthen the sharing ability of storage 
resources and save energy consumption. Finally, the management of digital campus business 
application based on this is simpler, more comprehensive and more applicable. Providing "on-
demand" application services for teachers and students is more reliable, stable, flexible and 
convenient. In the development and implementation of desktop virtualization technology, the 
core is server virtualization. Server virtualization runs on the server, and the desktop 
environment provided by traditional PC is developed based on virtual desktop protocol. Users 
of terminal equipment only need to install a client to log in to the virtual host through the 
network. 

(3) Access your desktop system by using your name and password anytime and anywhere 
through the network, and allow independent, multi-user independent and multi-system 
virtualization application services. In order to make rational use of educational resources and 
funds, make full use of the performance of the server, and reduce the cost of management and 
maintenance. In this case, according to the actual test data on the spot, take 306 users 
processing the highest peak of ordinary software at the same time as an example. Servers with 
computing 35-50 clients, 25-35 graphics resource applications and hardware services, 
purchase four Intel (R) 8-core Intel Xeon processors E7-4820 to form 64GB of memory. For 
compatibility with Citrixen Desktop hardware, refer to the Wyse Thin Client Model for C10L1 
Terminal Devices. In terms of software, Ciitrix Xen DesktopEnterpriseEdition desktop face 
virtualization software is used. 

(4) Educational Applications 

At present, the Institute of Cloud Computing has been running applications stably for more than 
5 years and installed more than 40 software applications. It is mainly responsible for 25 majors 
in the school, About 40 sections, 140-160 hours a week, 4027 college foreign languages, 
mathematics experiments, customs declaration exercises, financial management and other 
personal time experimental education task software, document retrieval, computer graphics 
creativity, microcomputer principles and interface technology, practice as experts, automation 
control principles, programming and data structure, and biological information are all taught 
in cloud computing laboratories. In addition, the cloud computing laboratory also provides 
students' graduation thesis (practice), teachers' scientific research and social design. Compared 
with traditional computer laboratories such as service, it has less maintenance, high availability, 
less power consumption and high speed. It has obvious updating advantages. 

(5) Benefits of Applying Desktop Virtualization Technology 
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Establish and manage computer laboratory and implement desktop virtualization technology. 
Through unified data management, the efficiency of managers can be greatly improved. That 
feature can be reflected in the following aspects: 1. Unified data processing mode and structure, 
safe and easy-to-use application desktop data management and equipment configuration are 
all completed by unified digital mode, so all digital data operations are carried out in the data 
center. Overall system upgrade of cloud computing lab and application installation problems. 
Managers can use the data center system to set up and manage desktop devices and 
applications of various applications more comprehensively, thus reducing such management, 
and thus reducing the management difficulties and expensive labor costs caused by distributing 
equipment in computer laboratories in the past. On the user's desktop, only the image of the 
final execution result is displayed. In this way, all the information processing and all the whole 
process of calculation work are carried out in the data center, and there is no need to use the 
broadband of the network to transmit the data and information of the whole network system. 
This greatly improves the stability and speed, and also reduces the risk of virus infection and 
human influence. 

3. Reduce power consumption, energy saving, emission reduction and 
management costs 

In the past, the power consumption of PC terminals generally exceeded 200W, but the power 
consumption of customers was about 25W, which decreased by 12.5%. According to the 
calculation pressure of servers, the power consumption increased, which was basically 
negligible compared with large customers. Therefore, the electricity bill will be reduced by 
about 90% every year. Reducing power consumption in laboratories will inevitably lead to a 
reduction in carbon emissions. This is in line with the eco-friendly and environmentally friendly 
construction conditions of intelligent campus. General Benefits of Desktop Virtualization 
Technology in Building and Managing University Computer Laboratories the more terminals of 
scale effect, the more obvious the benefits and advantages of centralized management. The 
ability to dynamically deploy and change according to needs provides a convenient and flexible 
teaching and educational environment. Desktop virtualization technology gives you the 
freedom to upgrade your system and install applications during the experiment. State-of-the-
art development will not affect experimental educational tasks and progress, and can meet the 
needs of teachers in the educational process. At the same time, the way for teachers and 
students to access virtual desktops becomes more flexible and free only on campus. Under the 
condition of internal network, teachers can quickly connect with individuals to design courses, 
prepare course contents and discuss and arrange students' after-class work on desktops. It is 
exactly the same as the traditional teaching organization mode of computer experiment in 
schools, and teachers can be completely liberated in the school computer laboratory 
environment, and can complete their studies completely freely by using mobile phones. As long 
as students can normally use the Internet on campus, there is no time limit. In order to realize 
on-demand change, the way of obtaining virtual personal desktop environment through 
program desktop is constantly accessing and applying educational experiments, and it is crucial 
to keep the continuity and progress of educational experiments. 

4. Simple management and multi-terminal functions to improve efficiency 
desktop virtualization technology 

Applied to improve enterprise management, the traditional computer laboratory is distributed 
to the same computer and integrated into the server-based management, so that managers can 
simply manage tens of thousands of customers, thus reducing their labor intensity and 
improving the efficiency of work management. Reduce the system to terminal devices. Teachers 
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and students can use personal electronic devices such as ordinary desktops, laptops, tablets 
and smart phones to host terminal devices in a virtual desktop environment. 

5. Management of laboratory opening and control access 

Cloud Computing Research Office is implementing open management. That is to say, access 
rights are managed and issued through the combination of Honghe University Cloud Computing 
Experimental Center and mobile phone cards. Teachers send their class time to schools before 
class. The system allows teachers to experiment with classes and opens the door to class 
managers without waiting for communication. Coaches can sign up for cloud computing labs 
and managers, all services are started by staff, and teachers and students can connect to 
laboratory services through terminal devices outside the labs. The virtual desktop used to 
perform experimental tasks provides teachers and students with an open and flexible 
experimental education environment to cultivate students' practical ability and innovative 
thinking. 

5.1. Computer Virus Security and Prevention 

In the network environment, it is meaningless to use a single method to prevent computer 
viruses. To completely eliminate network viruses, we must choose comprehensive anti-virus 
products suitable for the network. For the Internet, it is also necessary to strengthen the 
security of gateway software and network computers. Anti-virus software with server 
operating system platform is not enough to prevent internal LAN viruses. Need an anti-virus 
software system for different desktop operations. If you use e-mail to exchange information 
within your network, you need to add a suite of e-mail server-based anti-virus software to 
identify viruses hidden in e-mail messages and attachments. In order to completely repel 
viruses, it is necessary to use all kinds of antivirus products to cooperate. In addition, because 
pirated software is easily infected with viruses, it is necessary to fight against the infringement 
of copyright in management. Visit reliable Web sites, scan email attachments for viruses before 
downloading them, and make sure they are virus-free before downloading them. Most 
importantly, always back up your database data. 

5.2. d certification 

The process of system verifying user TD certificate is ID authentication. This is to confirm 
whether the user has the storage and use right of the requested resource. With the increasing 
number of password events detected by hackers and special rojanhorses from the network, and 
the increasing number of important personal information stolen by individual users, users are 
increasingly aware of the significance of authentication technology. Authentication technology 
can be used to deal with the integrity between user's physical identity and digital identity, 
which lays a foundation for the rights management of other information security technologies. 
The key technical indicator of authentication is whether the identity of a legitimate user can be 
another person's identity. If a user's identity is impersonated by other violators, it will not only 
infringe on the rights and interests of legitimate users, but also infringe on the rights and 
interests of other monthly users and the whole system, so authentication is not only the basis 
of certificate generation. 

5.3. Intrusion Detection 

Human Intrusion Detection System allows security systems to make real-time responses to 
human intrusion events and human intrusion processes by investigating the process and 
characteristics of intrusion actions. Manual intrusion detection technology is the response of 
the system to network attacks. By extending the security management capabilities of system 
administrators (including security monitoring, surveillance, and attack identification and 
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response), the integrity of network security infrastructure can be improved. It can obtain and 
analyze these signals on various keys of the whole computer network system. Therefore, the 
artificial intrusion monitoring system can be regarded as the first security gate after the human 
fence, which can monitor the Internet without affecting its characteristics. 

6. Conclusion 

In this new era when the Internet is widely used, people should pay more attention to the 
understanding of the Internet. Because whether you are building the Internet at the beginning 
or building it, completing it or applying it, People will manage the network more correctly in 
the process of applying the Internet reasonably and legally. Maintain network security more 
reasonably and I will make her operate healthily. After nearly five years of practical use 
experience, it is understood that a fast and stable campus network environment is the key 
guarantee for the success of desktop virtualization technology in building and managing 
computer laboratories. In practice, there are two main problems: First, the cost of building 
desktop virtualization is very high, and it is necessary to transform the underlying network 
architecture and purchase virtualization software licenses. Secondly, the application effect of 
desktop virtualization products in image rendering and video processing is not satisfactory. 
Desktop virtualization technology is being developed as a new technology. In practice, many 
technical problems need to be overcome, but the future application prospect of desktop 
virtualization technology is very optimistic. Businesses want to use desktop virtualization. This 
technology solves the application development problem that cannot be realized by traditional 
technical means. 
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