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Abstract 

Under the background of modern life, calculating machines and the Internet have 
become an indispensable part of people's production and life. A wonderful meshwork 
world brings convenience to people's lives. A serious threat to security. The using of data 
encryption technology creates a good environment for the safe operation of calculating 
machine meshwork, and can effectively reduce the impact of various security issues on 
calculating machine meshwork. In this regard, this paper proposes that in the 
prevention and control of calculating machine meshwork security, it is obliged to 
combine the occurrence of various security problems and reasonably use data 
encryption technology to ensure the safety and dependability of the entire calculating 
machine meshwork operating environment. This paper briefly analyzes and discusses 
the using of calculating machine meshwork security communication and encryption, 
hoping to improve the applicability of calculating machine meshwork security 
communication and encryption technology. 
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1. Introduction 

The calculating machine meshwork system is updated with the development of science and 
technology. The current calculating machine meshwork uses a standardized system to realize 
the open interconnection of the system[1]. The dependability of calculating machine meshwork 
is mainly composed of the dependability of the external environment, the dependability of 
software and hardware, and the dependability of staff[2]. And the routing between user 
nodes[3] also needs to be reselected according to the expansion of the user scale. Under the 
given constraints, to meet the functional requirements of the calculating machine meshwork, 
how to choose the capacity of the link and the best route between nodes, to ensure the safe and 
reliable operation of the calculating machine meshwork. People rely more and more on the 
calculating machine meshwork. The more powerful the calculating machine meshwork 
function, the more complex the structure, and each function is realized with the support of 
complex software, hardware and people. The more complex the system is, the more prone to 
failure, and the greater the loss will be. So this paper firstly describes the using of genetic 
algorithm in calculating machine meshwork security communication and encryption in detail, 
and introduces genetic algorithm more clearly; On this basis, the calculating machine 
meshwork security communication and encryption technology based on genetic algorithm is 
further proposed, focusing on the research of calculating machine meshwork security 
communication and encryption dependability. 
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2. Using of Genetic Algorithm in Computer Network Security 
Communication and Encryption 

2.1. Computer Network Security Communication and Encryption 

Computer meshwork security communication[4] consists of meshwork terminals, node lines 
and calculating machines. In a broad sense, calculating machine meshworks are divided into 
user terminal modules and switching modules. Various usings are modules responsible for 
realizing calculating machine terminal functions[5]. The quantification of calculating machine 
meshwork dependability is called dependability. Reliability evaluation is a difficult problem for 
NP. The precise calculation methods mainly include state space decomposition method, etc., 
which are generally used in small and medium-sized poverty alleviation structure meshworks. 
The approximate calculation method is a compromise method that takes into account the 
calculation accuracy. In order to reduce errors and ensure the integrity of information 
transmission, the dependability modeling of calculating machine meshworks needs to consider 
influencing factors. Good fault tolerance technology can ensure meshwork dependability. 

Computer meshwork security communication is a complex meshwork security system that uses 
calculating machines in different regions to complete specific functions through interactive 
devices[6]. A calculating machine meshwork is a path provided for calculating machines to 
communicate with each other, and a communication subnet is responsible for the transmission 
of calculating machine communication meshwork information. The inherent structure of a 
calculating machine meshwork determines the characteristics of a calculating machine 
communication meshwork, including a large distribution span; information exchange is 
performed through communication facilities. A generalized calculating machine 
communication meshwork is divided into user facility and transmission switching facility[7]. 
The calculating machine communication meshwork topology[8] is the skeleton of the 
communication meshwork. The calculating machine meshwork topology requires that it is 
convenient for meshwork construction and construction, adapts to the building communication 
environment, meets the communication needs of users, and has the ability to locally expand the 
meshwork. Computer communication meshwork dependability is a systems engineering 
science. Relevant scholars at home and abroad have summarized its measures as meshwork 
survivability and connectivity. The basic node of the calculating machine meshwork should 
provide a reliable link for the user terminal. Computer meshwork connectivity is measured by 
dependability. The ability of a calculating machine communication meshwork to remain 
connected is dependability. Reflect the topology to support the communication meshwork 
operation capability.  

The encryption technology is divided into symmetric and asymmetric type. Symmetric 
encryption technology[9] means that the key between the receiver and the sender is the same, 
and both parties use the same key encryption processing method to unlock the transmitted data 
information. The security factor of symmetric encryption technology is relatively low, but it is 
simple and easy to operate and has a wide range of usings. Common symmetric encryption 
technologies include DES, IDES, AES and so on. Asymmetric encryption technology[10] can also 
be called public key encryption. In the actual using process, asymmetric encryption technology 
involves both private key and public key. In the process of data transmission, the transmitter 
uses the public key to encrypt and transmit the data information, and the receiver uses the 
private key to decrypt the data when receiving the data information. Public and private keys are 
different. Therefore, the encryption of asymmetric encryption technology is relatively high. In 
this case, even if the intruder has the public key but does not have the private key, the decryption 
of the data information cannot be achieved, so that the security of the data information can be 
effectively guaranteed. Among them, the more common asymmetric encryption technologies 
are RSA, elliptic curve and so on. 
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2.2. Genetic Algorithms 

So-called genetic algorithm[11] is a search algorithm used in the field of mathematics to find 
the best solution through calculation, which belongs to the evolutionary algorithm. The 
algorithm first evolved from the evolutionary laws of the biological world, and was 
subsequently applied by calculating machine science as a search and optimization mechanism 
in the calculating machine field. The specific flow of the algorithm is shown in Figure 1. 

 
Figure 1 Flowchart of Genetic Algorithm 

First of all, the using of the algorithm needs to encode the problem to be solved and generate a 
random genetic group on the basis of the existing model, and then through a series of selective 
replication, crossover, and mutation for the selection probability and fitness function to finalize 
the problem. The adaptive evaluation of the solution satisfies the situation to verify. If it is 
verified that the final solution satisfies the iterative convergence factors, it means that the 
solution is optimal; otherwise, it is necessary to continue to repeat the above steps until the 
optimal solution is found. At present, genetic algorithm has been widely used in calculating 
machine meshwork optimization design. The reason is that genetic algorithm can perform 
global random search through natural selection, and then find the optimal solution from 
calculating machine problems. Compared with other algorithms, the characteristics of genetic 
algorithm are mainly reflected in the following aspects: 

(1)The object of its operation is the parameter encoding rather than the parameter itself; 

(2) It can realize multi-point simultaneous search; 

(3) The using of the algorithm requires the use of mathematical correlation functions to 
evaluate the method; 

The optimization principle needs to be followed in the algorithm calculation to realize the 
search for the global optimal solution. 



Scientific Journal of Intelligent Systems Research                                                                                        Volume 4 Issue 7, 2022 

ISSN: 2664-9640                

159 

These characteristics of genetic algorithm also make it have many obvious advantages. First, 
because the genetic algorithm does not take the parameter itself as the operation object, it can 
avoid many constraints, so that the algorithm can be applied in more aspects of the calculating 
machine meshwork. Secondly, its multi-point simultaneous search feature can achieve a wider 
range of search, breaking the limitations of traditional algorithms. Third, the evaluation method 
of the algorithm is determined to have little association with auxiliary information, so it is less 
dependent on the problem itself. Finally, genetic algorithms do not rely on deterministic rules 
to search, so their search can be extended globally. It is these advantages of genetic algorithm 
that make it help the modern calculating machine meshwork to solve many difficult problems, 
so that it can continuously search for optimal solutions in operation. The meshwork node 
system table is shown in Table 1. 

Table 1 Network Node Base Table 

Node Binary gene representation 

N1 g11g12...g1n 

N1 g21g22...g2n 

... ... 

Nm gm1gm2...gmn 
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Where P0 represents the initial member set, which is a coding form, λ represents the number 
of collective members, λ∈Z; L represents coding length, L∈Z, Z is the set of non-negative 
integers; I={0, 1} represents final solution. The s represents selective replication; c and m 
represent crossover and mutation respectively; T is final algorithm result. If T=1, it means that 
the optimal solution is found; if T=0, it means that the solution is not optimal, and further 
calculations are required to find the optimal solution. 

3. Network security and encryption technology based on genetic 
algorithm 

3.1. Model Design of Intrusion Detection System 

Preventing the meshwork from being invaded is the key to ensure the security of the meshwork 
operation. Therefore, when using the genetic algorithm to protect the meshwork, the first thing 
to do is to establish an intrusion detection system. In the intrusion detection system, the genetic 
algorithm is mainly used to update the rule base. Through the rule base, the abnormal 
connection of the meshwork can be found more quickly, and then the foreign intrusion factors 
in the abnormal connection can be found. The programming language that composes the rule 
base mainly includes two parts: condition and action. First of all, condition refers to the 
matching rule. The rules in the rule base include rules such as port number, source IP address, 
destination IP address, and usage protocol. Based on this, the meshwork can be connected to 
these rules, and by checking the matching degree between each rule and the meshwork, it can 
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be further detected whether the meshwork has been invaded by outsiders. Secondly, Action 
refers to legal behaviors or actions that are executed on the basis of meshwork security 
regulations. If the intrusion detection system issues an alert and the meshwork connection is 
interrupted, it needs to be included in the intrusion detection system audit file. Based on this, it 
can be clear that the genetic algorithm in the intrusion detection system mainly matches the 
rules with abnormal connection, so as to better detect the foreign intrusion on the meshwork. 

When designing an intrusion detection system model, the meshwork can be defined as a specific 
data set, and genetic algorithms can be used to detect this data set and mine abnormal 
meshwork connections. At the same time, in order to better evaluate the fitness of the genetic 
algorithm, a sniffing device can be used to collect meshwork data and assist the genetic 
algorithm to work. The purpose of using the genetic algorithm to design the intrusion detection 
system is to randomly generate a small rule set through the genetic algorithm, and then use the 
intrusion detection system to generate a larger-scale data set. The rules generated in this 
process are the solutions of the genetic algorithm so that abnormal connections in the 
meshwork can be judged to more accurately find illegal intrusions. 

3.2. Assessing cybersecurity risks 

The main purpose of specifying user permissions is to better determine user security and 
simplify the process of user permission identification to a certain extent. In traditional 
meshwork security protection technologies, the setting method of user permissions It is too 
single, which is not conducive to ensuring the security of meshwork operation. Generally 
speaking, users can access any area after obtaining any permission, which brings more potential 
risks to maintaining meshwork security. Based on this, when the meshwork security is 
protected by the genetic algorithm, the meshwork security framework can be automatically 
generated to ensure the optimal configuration of the meshwork security system. For the user's 
permission problem, the genetic algorithm and program can be used to provide users with More 
than 3 kinds of permissions, including the user's due permissions, initial permissions, and the 
user's actual permissions. By giving users more rights, it can better ensure the standardization 
of users' access to the meshwork, prevent the meshwork from being damaged, and provide 
more guarantees for the operation of the meshwork. For example, the actual authority of the 
user, although the authority of the user is not changed on the surface, but through the internal 
dependencies, the parameters of the authority of the user meet the requirements of meshwork 
operation security. The actual authority of the user can be greater than the initial authority of 
the user. permissions, and can prevent the impact on the meshwork operation. 

3.3. Generate meshwork security configuration 

Using genetic algorithm to maintain meshwork operation security can automatically generate 
the framework of meshwork security configuration. This is because on the basis of adjusting 
user rights, the calculation process of user's actual rights can be further judged, and it can be 
compared with the function of meshwork security fitness. In contrast, the genetic algorithm is 
used for control in order to generate a safe configuration mode for meshwork operation. First, 
the meshwork security configuration needs to be encoded first, and the functions of the 
remaining meshwork security fitness are compared to determine the genetic operator in the 
genetic algorithm program; secondly, the control program must be initialized so that it can 
construct the genetic next generation ; Then, execute the genetic operator and generate the 
heart group, so as to judge the safety of the current meshwork operation; finally, if the final 
result reaches the maximum genetic algebra, then the optimal individual can be generated to 
ensure the safety of the meshwork operation If the final result fails to reach the maximum 
genetic algebra, it needs to be recalculated to ensure the generation of the most individuals, so 
as to better ensure the security of the meshwork operation. 
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4. Conclusion 

In short, in today's meshwork information age, it is very necessary to ensure the security of the 
meshwork. Using digital password technology can provide a safe and reliable environment for 
users' calculating machines and effectively prevent the intrusion of viruses and illegal programs. 
In order to improve the security of calculating machine meshwork, we must continuously 
update technology. At the same time, users should cultivate good meshwork usage habits to 
ensure the smooth and safe operation of calculating machine meshwork. Genetic algorithm 
plays an important role in the field of meshwork security because of its wide range of 
applications, strong intelligence and good parallelism. On this basis, a new meshwork security 
communication and encryption technology based on genetic algorithm is proposed. Secondly, 
we should evaluate the security of the meshwork in time, and configure the secure 
communication and password of the meshwork by using genetic algorithm, so as to further 
improve the security of the meshwork. 
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