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Abstract 

With the rapid development of information network, evidence is on longer merely 
attached to paper documents, rather it is more inclined to be manifested in the form of 
electronic documents. Even in some cases, the only electronic data determines the 
outcome of the case trial. In recent years, WeChat, as the most dominant communication 
and social platform, provides chat pictures, moments, public accounts, transfers and 
other important evidence materials. Therefore, this has led to a series of issues such as 
the collection of WeChat evidence and the identification and review of its validity, which 
need to be further explored. 
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1. Introduction 

As a kind of electronic data, WeChat evidence is fragile, easy to modify and private. There is no 
unified standard for its identification in academic and theoretical circles, and its probative 
capacity is also controversial, which leads to the failure of WeChat evidence to play its proper 
role in judicial practice. In view of this, the author based on the understanding of electronic data, 
takes WeChat evidence as an example to discuss the rules of its application in civil action in this 
paper, hoping to improve the identification of WeChat evidence in judicial practice and better 
protect the litigation rights of the parties. 

2. The concept and types of WeChat evidence 

WeChat evidence, in a broad sense, refers to the information that exists in the WeChat 
application formed by users' real-time communication by voice, video, picture and text through 
the Tencent WeChat software of instant messaging service. It has no explicit provision in law, 
but as one of the types of electronic data, it is given the effect of evidence in law. It mainly 
includes text WeChat records, picture WeChat records, voice WeChat records, video WeChat 
records, web link WeChat records, payment transfer information records, WeChat applet data 
information, etc.  

3. The analysis of the probative force of WeChat evidence 

The probative force of evidence, also known as probative value, refers to the state or degree of 
its value in proving the facts to be proved. It is generally accepted in theory and practice that 
evidence should have "three qualities". 
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3.1. Legitimacy 

The legality of evidence refers to the subject, form and collection procedure or extraction 
method of evidence must comply with the relevant provisions of the law. The collection 
procedure of electronic data is not clearly stipulated in civil litigation, therefore, judges are 
required to make their own judgments with the specific circumstances of the case. 

Combined with the existing provisions and practice, I believe that WeChat evidence needs to 
have the following three conditions in order to be potentially legitimate: firstly, the collection 
procedures of WeChat evidence need to be legal. Article 106 of the Judicial Interpretation of the 
Civil Procedure Law lists the circumstances for the exclusion of illegal evidence, i.e. electronic 
data obtained by means of illegal taping, search and seizure, and other serious circumstances 
are not legitimate. Article 68 of the Supreme People's Court on Regulations of the Evidence of 
Civil Action also states: "Evidence obtained by methods that infringe upon the lawful rights and 
interests of others or violate the prohibitions of the law cannot be used as the basis for 
determining the facts of the case." It can be seen that violence, illegal imprisonment, deception 
and other means prohibited by law cannot be used when collecting WeChat evidence. 

Secondly, the content of WeChat evidence should be legal. In practice, compared to criminal 
litigation, the exclusion of illegal evidence in civil litigation is more lenient. It will not normally 
be considered as illegal evidence to be excluded unless it seriously infringes on the interests of 
others and violates public order and good customs. However, it should be noted that, as WeChat 
is closely related to the daily life of each of us, the content of WeChat evidence is private, and it 
is easy to violate  others' basic rights of privacy, freedom of speech and other rights. Therefore, 
when collecting evidence, people should also pay attention to the legality of the content and 
protect the privacy of outsiders. 

Thirdly, the form of WeChat evidence should be legal. Generally speaking, the original is the 
best evidence. But for electronic data, a special evidence, it is extremely difficult to obtain the 
original. Moreover, there is no distinct difference between the direct output of electronic data 
and the original data. Accordingly, New Rules of Evidence in China adopts fictional original 
doctrine of the United States, that is,the production of electronic data and the original 
consistent copy, or direct output in print or other media can be displayed should be regarded 
as the original electronic data, and have the same effect as the original. However, the data of 
WeChat evidence can be easily changed and there is no trace when it is printed. Therefore, it is 
required that WeChat evidence should be presented with the original simultaneously to 
improve its probative force. 

3.2. Authenticity 

The authenticity of evidence is also called objectivity, which means that the content reflected 
by the evidence should be objective and real. China has made more detailed provisions on the 
review of the authenticity of electronic evidence in the Internet Court Regulation, Electronic 
Signature Law and New Rules of Evidence, including notarized determinations, adverse 
presumptions, specialized authorities to keep the presumption of authenticity and so on. 
Specifically to the WeChat evidence, "whether the computer system is in normal operation" that 
is, to determine whether the cell phone system and WeChat software is running normally; 
"whether the electronic data is formed and stored in normal business transactions" refers to 
the formation of WeChat evidence whether In the process of consultation or negotiation 
between the two parties; "from the third-party neutral platform presumption" refers to 
whether the storage of WeChat evidence comes from a third party. For WeChat evidence, the 
judgment of the storage environment is mainly for the vehicle of WeChat, such as whether the 
cell phone is the original carrier for storing WeChat records. 

The source of WeChat evidence is mainly the subject of sending electronic data.  Because 
WeChat does not mandate real-name authentication for users, user names and passwords are 
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stolen from time to time, it is difficult to determine the consistency of the user and the party. In 
addition, WeChat evidence is electronic, easily destroyed and easily copied, which means that 
the parties can modify or even delete the above-mentioned network chat records by some 
technical means, so the authenticity of the content of WeChat evidence is yet to be verified. 

In my opinion, the following methods can be used to determine the authenticity of WeChat 
evidence in practice: firstly, the parties themselves admit evidence. However, the source of 
dispute in practice is the direct denial of the other party. In this case, the identity information 
of the party can be confirmed by voice print recognition of the voice wechat chat records, or the 
real identity of the party can be confirmed by checking the authentication materials of the 
wechat users or the mobile phone number and bank card bound to the wechat signal, or the 
real identity of the party can also be confirmed through avatars, photos and testimony of 
common friends. If necessary, the developer of the WeChat software, i.e., Tencent, to assist in 
the investigation of the real name data in the background. For example, the technical staff of the 
chat software service provider can be commissioned to extract and notarize the data at a notary 
public's office, or, if witnesses are present, the chat records can be extracted under the 
supervision of qualified witnesses. At the same time, the integrity of the WeChat evidence must 
be ensured, and its authenticity can only be determined by verifying that it has not been 
modified in any way. 

3.3. Relevance 

The relevance of evidence means that the evidence must have objective connection with the 
facts to be proved in the case and have the function of proof. This includes the relevance of the 
content to the facts involved in the case and the relevance of the person to whom the evidence 
points to the parties to the case. Firstly, the authenticity of the identity of the WeChat subject is 
a prerequisite for judging whether it is relevant. Secondly, the content of the WeChat evidence 
should describe the case and relevant to the facts to be proved. It should be noted that only on 
the premise that WeChat evidence is legal and authentic, it is necessary to further determine 
the probative ability of WeChat evidence through relevance review. Therefore, the legitimacy 
and authenticity of WeChat evidence cannot be ignored when collecting and reviewing it. 

4. Analysis of the current situation of the application of WeChat evidence 
in civil action 

In recent years, the application of WeChat evidence in civil litigation is becoming increasingly 
widespread, but few of them were finally adopted by the courts. The reasons for this are as 
follows: 

In the first place, the legal basis and information technology basis of the subject of evidence is 
uneven. According to the principle of who claims to adduce evidence, the parties and litigation 
agents are the main collectors of WeChat evidence. It can be found that the parties' evidence is 
relatively single in practice by analyzing the cases,  generally in the form of screenshots and 
printouts. And there is no timely preservation of the original evidence, and no awareness of the 
original carrier. What’s more, the forensic process is very irregular, the use of notarized way to 
fix the evidence is rare, and most of the evidence only includes screenshots of WeChat without 
combining other supporting materials. All of the behaviors make the proof effect of WeChat 
evidence are greatly weakened, which means that once the other party denies the evidence 
during cross-examination and there is no other evidence to supplement it, it is difficult for the 
judge to accept the evidence. 

In the second place, the standards of review and judgment of WeChat evidence are different. 
First of all, WeChat does not strictly require the real-name system, so the nickname and avatar 
have virtual nature. At present, WeChat signal can be modified once a year. Once the party is 
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unbound from the mobile phone, the probative force of the previously collected evidence is 
dramatically reduced. In this case, many judges consider that the previous evidence doesn’t has 
relevance and will not adopt. Secondly, the content of chatting in WeChat evidence is arbitrary, 
including some expressions and pictures, semantics, time, and its true meaning is difficult to 
determine. In addition, the existing law does not specify the criteria for determining the 
relevance of WeChat evidence, and there is no basis for practice, so it mainly depends on the 
experience of judges. However, judges often have inconsistent views on things because of 
differences in professional knowledge and age, which thus affecting the effectiveness of wechat 
evidence judgment. 

5. The path of improving WeChat evidence in civil action 

5.1. Improve the system of proof and review of WeChat evidence 

Firstly, the standard of WeChat evidence identification should be clarified. In legislation, it 
should be clear that under what conditions the forensic WeChat data has complete probative 
force, and use the visualization rules to guide the forensic subjects to conduct legal and effective 
forensics. At the same time, it should be emphasized that third-party network platforms have 
the obligation to assist in obtaining evidence, and help the subjects of evidence to give full play 
to the proving power of wechat evidence and improve judicial efficiency. Of course, the court 
should also pay attention to the legality of its content when reviewing WeChat evidence to avoid 
infringement of the privacy rights of innocent outsiders. 

Next, when determining the validity of copies of WeChat evidence, the data in the original 
system carrier with both parties should be compared to verify whether the data is consistent. 
The dissenting WeChat evidence of the parties should be authenticated by the authentication 
institution or some technical personnel with professional qualifications. At the same time, it is 
necessary to strengthen the electronic data knowledge training of judges, so that judges know 
the mode of WeChat operation and data storage, and have the ability to judge the probative 
value of WeChat evidence in a more flexible and accurate way. 

Additionally, it is difficult to recover WeChat evidence once deleted. Therefore, the civil lawsuit 
involving the burden of proof of electronic evidence of WeChat should also give full 
consideration to the technical conditions and economic costs of the parties to prove. When 
necessary, it is proper to take the method of inverting the burden of proof to protect the 
legitimate interests of the parties concerned, and  collect relevant electronic data from the 
relevant units or individuals in accordance with the application of the parties concerned or 
their functions and powers, so as to achieve fairness and justice. 

5.2. Enhance the legal literacy and information technology level of the subject 
of the deposition 

The court can popularize the public vividly through the network, media, etc. or  popularize some 
key basic methods and means of collecting WeChat evidence in the form of cases, such as 
making good use of the collection function to save the original information; paying attention to 
the content coherence when taking screenshots; presenting the original carrier when giving 
evidence; preserving the evidence by taking videos; collecting as much other evidence as 
possible to serve as supporting evidence etc, so as to collect evidence effectively and improve 
the efficiency of litigation for parties and lawyers. In addition, we can also encourage the 
development of a profession specializing in collecting electronic data to assist the parties to 
collect electronic data in a legal and effective manner, and to improve the proof effect of the 
collected WeChat evidence. 
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6. Summary 

Based on the authenticity, legality and relevance of the probative force of WeChat evidence, the 
author expounds the identification conditions of the validity of WeChat evidence as electronic 
data, points out the problems existing in the practice of WeChat evidence, and puts forward 
some suggestions accordingly. The relevant authorities should speed up the introduction of 
perfect rules for reviewing WeChat evidence, so that WeChat evidence can be used more freely 
in the judicial process. 
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