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Abstract 

In recent years, the quality and safety of agricultural products have frequently arisen, 
which not only poses a huge threat to the health of many relevant personnel, but also 
makes people's trust in the government decline. In order to ensure the quality and safety 
of agricultural commodities, based on RFID technology, ZigBee technology, network 
information technology and database technology, it is necessary to create a safety 
traceability system for agricultural commodities, which details the relevant information 
of each process of agricultural commodities from production to marketing, and can view 
the production, storage and inflow information of agricultural products to enhance the 
supervision of the quality and safety of agricultural commodities. 
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1. Introduction 

China's population is large, the demand for agricultural products is large, the so-called "people 
to eat as the sky, food to safety first." Food safety issues have always been a major issue related 
to the national economy and people's livelihood. According to the latest documents of the 
National Bureau of Statistics, by the end of 2021, the annual per capita food consumption 
expenditure in the country will reach 7178 yuan, accounting for 29.8% of the total per capita 
consumption expenditure. After ensuring that they are full and wear warm, consumers 
gradually pay attention to the quality and safety of food. Under the conditions of economic and 
trade globalization, the import and export trade of agricultural products is prosperous, so 
accurate traceability of agricultural products is the key to ensuring food safety. 

The Internet of Things refers to the network of intelligent identification, positioning, tracking, 
monitoring and management of intelligent identification, positioning, tracking, monitoring and 
management of any item connected to the Internet through radio frequency identification 
(RFID), sensors, global positioning systems, laser scanners and other information identification 
and sensing equipment, and information exchange and communication according to the agreed 
protocol. [1] The agricultural product traceability system based on the Internet of Things can 
closely link agricultural products, agricultural producers, transporters, consumers, and sellers, 
make the agricultural products we see more intelligent, so that the relevant personnel involved 
in the agricultural product supply chain can conduct data analysis at each node of the 
agricultural product operation business based on this system, and obtain the transfer and 
correlation relationship of the whole link of data circulation, so as to accurately, quickly and 
efficiently trace the quality and safety of agricultural products. 

2. System design  

The production chain of agricultural products is mainly composed of planting, transportation, 
warehousing, sales, management and other links, and its specific functions are as follows: 
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 Production information management: Enter information about production, including location, 
time, and information about humidity, temperature, oxygen concentration, etc. or producers 
collected by the sensor.  

Warehouse Information Management: Enter information about the warehousing process, 
including warehouse locations.  

Reprocessing information management: Enter secondary processing information, including 
basic information, processing environment, shelf life information  

Sales information management: Enter basic sales information and seller information. 

Information traceability query: input production information, warehousing information, 
processing information, sales information . 

 

3. Application of Internet of Things technology 

The system structure of the Internet of Things platform consists of 5 parts: management center 
system, digital collar, active ear tag, collector, temperature and humidity sensor, is an Internet 
of Things-based agricultural product traceability system, through HOST, digital collar, 
Beidou/GPS, temperature and humidity sensor (RS485 communication), active label, collector 
and other digital management of agricultural and animal husbandry products, including the 
tracking and positioning of herds, farm environmental parameter tracking, video real-time 
monitoring, etc. 

 The IoT information collection system uses IoT technologies such as sensors, RFID and NB-IoT 
to realize the automated collection of traceable information, reduce manual intervention, and 
ensure the accuracy, accuracy and real-time nature of information. And through the unified 
interface mode of data integration gateway, the collected different information will be pushed 
to the blockchain platform for recording. The adoption of IoT technology in this scenario brings 
the following benefits.  

(1) Reduce labor costs through the Means of the Internet of Things: the Internet of Things 
system can continuously collect various necessary environmental parameters for 24h, and can 
pre-set suitable environmental parameters (with experience points), such as finding deviations, 
can take manual or remote automatic mode to issue instructions, start the fan, shading, 
humidification, watering and other equipment connected to the system to work, until the 
environmental data reaches the preset data range of the system, accurately control the 
consumption of water, electricity, fertilizer, pesticides and other materials, Thus greatly 
reducing labor costs and material costs.  

(2) Improve and stabilize product quality: the growth environment of crops has been 
monitored and adjusted in real time, and various parameters fluctuate little, which is very 
conducive to improving product yield and quality, ensuring the controllable stability of yield 
and quality, and bringing higher expected benefits to customers. 

(3) Production experience and knowledge are not lost: through data accumulation, the system 
will be suitable for the customer's own production experience to summarize, accumulate and 
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continue in the system, so as to ensure the continuation and stability of process and 
management. 

(4) Visualization of the breeding process: through the network and system anytime and 
anywhere remote view of the crop growth of farmland, the operation status of equipment, the 
production of workers, management personnel can easily monitor and manage operation 
production remotely, increase consumers' sense of on-site experience, increase consumer trust, 
and increase market demand.  

4. Key technologies 

4.1. One yard for one thing 

The traditional two-dimensional code-based traceability technology is often a two-dimensional 
code [11-13] for a product or a batch, which is convenient for packaging and printing, but there 
is a risk that the two-dimensional code will be copied in batches. In order to prevent the two-
dimensional code from being copied, the platform uses one-thing-one-code technology, that is, 
the two-dimensional code on each product instance packaging is unique. The QR code 
generated by the counterfeiter by copying is not unique, and duplicate authentication records 
will be generated during use. On the one hand, these duplicate certification records will remind 
enterprises to take corresponding anti-counterfeiting measures, and on the other hand, remind 
consumers that the corresponding products are suspected of counterfeiting. Considering that 
the product may also be repeatedly scanned by the intended purchaser during the display 
process, resulting in a false forgery "alarm", the traceability label also contains a dark code 
protected by an anti-counterfeiting coating, which can only be scratched open by the actual 
purchaser. 

4.2. Separation of QR code printing and product production 

In the traditional two-dimensional code-based traceability technology, enterprises print the 
corresponding two-dimensional code by estimating the output of a certain product. This 
practice has the following limitations:(1) The natural properties of the agricultural industry 
determine that the yield of its products has certain uncertainties. When the production of two-
dimensional code is insufficient, it will affect the progress of the entire production and 
marketing chain. When the two-dimensional code is overproduced, it will cause waste, and the 
remaining two-dimensional code also has the management risk of being stolen. (2) The printing 
cost of the two-dimensional code is too high. For a product or a product batch, the printing 
volume of the two-dimensional code is often limited, resulting in a high unit price of the two-
dimensional code, and this part of the cost will eventually be passed on to the consumer, 
affecting the market competitiveness of the product. The binding function of the two-
dimensional code in this platform realizes the separation of two-dimensional code printing and 
product production. The printing of QR codes by platforms or by various agricultural 
organizations can greatly reduce the lack or waste of QR codes caused by the uncertainty of 
production of various enterprises according to the central limit theorem in mathematics [14]. 
In addition, unified printing can also reduce the single printing cost of two-dimensional code, 
compared with decentralized printing (the total printing volume is less than 10,000 two-
dimensional code labels), when the total printing volume is greater than 100,000 pieces, the 
single printing cost can be reduced by more than 30%.  

5. Conclusion 

The system is based on the Internet of Things agricultural product traceability system, he not 
only reshaped the agricultural product safety trust chain, but also created a complete intelligent 
agricultural ecosystem. We use the latest NB-IoT and other Internet of Things technologies to 
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achieve visualization, accurate monitoring and scientific management of the breeding process, 
promote the transformation of agricultural development to intensive and large-scale, and make 
the whole process of agricultural products "from the ground to the table" more transparent and 
traceable and real; we have comprehensively opened up the entire ecological chain of 
agricultural products from breeding, processing, logistics, supervision to sales, and established 
a complete intelligent agricultural ecosystem, which not only realizes the precise poverty 
alleviation of science and technology, but also lifts the trust crisis of agricultural product safety. 
Let consumers eat meat dishes with confidence.  
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