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Abstract 

Consortium chain is the main form of application of blockchain technology in the actual 
industry. Its consensus mechanism is mainly the use of Byzantine Fault Tolerance 
(PBFT), which is aimed at its poor scalability, high communication overhead, and low 
efficiency in consortium chain application scenarios. Question, a Byzantine fault-
tolerant consensus algorithm based on credit is proposed, namely TPBFT (Trust-
practical Byzatine fault tolerance). On the basis of PBFT, the node trust is introduced, 
and the trust value of each node is measured by the trust index, which enhances the 
initiative of trusted nodes, reduces the participation rate of abnormal nodes, and 
improves the flexibility of the system. The experimental results show that the new 
consensus mechanism can shorten the transaction confirmation time, reduce the use of 
communication resources, and improve the efficiency of the system in the long-term 
operation. 
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1. Introduction 

Blockchain technology is a distributed database technology, which has the characteristics of 
decentralization, data timing, non-tampering, traceability, collective maintenance, 
programmable, safe and feasible[1]. As a distributed ledger, it has caused extensive research 
from all walks of life in recent years. In order to solve the problems of low efficiency, high cost, 
and digital resource monopoly of existing centralized institutions, blockchain integrates 
technologies in the fields of cryptography, computers and communications. There are 
asymmetric encryption, time stamping, consensus mechanism, and peer-to-peer 
communication[2]. The realization of a centralized distributed system and blockchain 
technology are considered to be one of the key technologies that cause disruptive changes in 
human society [3]. 

The consensus mechanism is the soul and law of the blockchain system, and it is responsible 
for the core function of maintaining the normal operation of the blockchain system. An effective 
consensus mechanism can improve system performance and promote the widespread 
application of blockchain technology [4]. In the blockchain, each node maintains the same 
ledger, and the distribution of the bookkeeping rights of the ledger does not rely on 
centralization, but based on the consensus mechanism to determine the regular ordering of the 
transactions of points and points when the time is very close. So far, many different types of 
blockchain consensus mechanisms have been developed. 

According to whether the consensus algorithm can solve the Byzantine error, the algorithm can 
be divided into (crash fault tolerance, CFT)[5] type consensus algorithm and (Byzantine fault 
tolerance, BFT)[6] type consensus algorithm. CFT algorithms are mainly used in closed private 
chains, and through strict restrictions of the network or system, there will be no Byzantine 
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errors. BFT algorithms are widely used in public chains and consortium chains, mainly 
including proof of work (PoW) algorithms[7], proof of stake (PoS) algorithms, and delegate 
proof of stake(DPOS)algorithm[8] and practical Byzantine fault tolerance (PBFT) algorithm. 
Among them, the PoW algorithm relies on computer computing power to compete for 
accounting rights. A new block generation needs to calculate a qualified hash value, and to 
obtain a reasonable hash value requires repeated calculation attempts, which will consume a 
lot of resources. But its advantage is that it is completely decentralized, and nodes in the 
network can enter and exit freely. The POS algorithm is an improvement of the PoW algorithm. 
It introduces a token reward mechanism[9]. The idea is that the difficulty for a node to obtain 
accounting is inversely proportional to the tokens owned by the node. According to the 
proportion of tokens owned by each node, The difficulty of mining is graded in proportion to 
speed up the mining speed. Compared with the PoW algorithm, the PoS algorithm has a faster 
mining speed and consumes less resources. The performance, resource consumption, and fault 
tolerance of the DPOS algorithm are similar to those of POS. The principle is that the holder of 
the coin chooses an agent according to the number of coins he holds, and the agent generates 
blocks in turn. As the nodes participating in the consensus are greatly reduced, the consensus 
can take up to seconds, and the mining mechanism is cancelled to avoid consuming a lot of 
resources. However, this consensus mechanism relies on tokens and is not flexible enough. 

The PBFT algorithm can effectively solve the Byzantine problem and is currently one of the 
mainstream algorithms of the alliance chain. The PBFT algorithm is based on the principle that 
the minority obeys the majority, and the master node proposes other consensus nodes for 
confirmation. When more than two-thirds of the nodes confirm, the proposal is passed. The 
advantage is that it can tolerate any type of error, and the accounting is completed by multiple 
people, so that each block has finality. If only more than one-third of the nodes fail, the system 
cannot work normally. 

Based on the application scenario of the consortium chain, this paper partially improves the 
original PBFT consensus mechanism, introduces node trust, and proposes a trust-based PBFT 
consensus mechanism. Through the trust evaluation mechanism, the behavior of nodes is 
evaluated and their trust values are obtained. Based on this, the nodes with different trust levels 
are classified, so that trusted nodes can obtain more trust values, thereby increasing the 
enthusiasm of nodes participating in consensus and reducing malicious nodes The impact of 
this will enhance the safety and efficiency of the system. 

2. PBFT 

The Practical Byzantine Fault Tolerance Protocol (PBFT)[10] was proposed by Castro and 
Liskov in 1999, and it is considered to be the most classic protocol to solve the Byzantine 
Generals problem. PBFT is to solve the problem of the existence of Byzantine faulty nodes in 
the distributed system to achieve consistency. The specific description is that the Byzantine 
Empire allows all generals to decide whether to attack an enemy target. If most generals agree 
to attack the target together, they can win. However, if the generals only transmit orders by 
sending letters, they may be traitors. Posting the wrong information misled the general to make 
the right choice, so by marking his approval or rejection on the letters sent by other generals, 
and sending them to other generals together, so as to pass on, and then through the mark on 
the information chain A consensus can be reached. 

2.1. PBFT consensus definition 

The blockchain system using the PBFT consensus mechanism has a server. The system nodes 
include normal nodes and malicious nodes. The maximum number of malicious nodes that the 
system can withstand is f , and the normal operation of the system requires n 3f +1，that the 
number of normal nodes is at least twice the number of malicious nodes. 
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The PBFT algorithm flow is shown in Figure 1. It is a three-phase agreement, divided into pre-
preparation, preparation and confirmation phases. When one of the consensus nodes 
broadcasts a client request, this node is considered to be the master node, and other nodes in 
the entire network are used to vote as follows: 

Pre-Prepare Prepare Commit Reply

Client

Replica 0

Replica 1

Replica 2

Replica 3

request

 
Figure 1: PBFT algorithm flow 

Pre-Prepare stage: The master node receives the client request, gives the request number, and 
sends pre-pre type information to other slave nodes; slave node 1 receives the pre-pre type 
message, if it agrees with the request number, Enter the prepare stage. 

Prepare phase: Slave node 1 agrees with the number requested by the master node, and sends 
a prepare type message to the master node and the other two slave nodes. If you don’t send it, 
it means you don’t agree; if slave node 1 receives a prepare type message that agrees to the 
number assigned by the master node from the other two slave nodes, it means that the status 
of slave node 1 is prepared, and the node will have a prepared certification Certificate. In order 
to prevent view change from causing the number assigned by the master node to become 
invalid, the commit phase is introduced. 

Commit phase: After the slave node 1 enters the prepared state, it will send a COMMIT type 
message to all other nodes to tell them that it has a prepared certification certificate; if the slave 
node 1 receives 2f+1 commit messages, it proves that the slave node 1 Has entered the 
committed state. The client waits for different nodes to reply the same message, which means 
that the operation is complete. 

2.2. Problems with PBFT 

Although the PBFT algorithm has greatly improved the consensus performance of the 
blockchain, there are still problems such as high communication overhead, poor scalability, and 
low efficiency. First of all, the PBFT algorithm is a partial synchronous mode consensus 
algorithm. In order to ensure that non-faulty nodes execute client requests in the same order, a 
three-stage broadcast communication is required to achieve security in asynchronous mode, 
causing a lot of communication overhead. Secondly, the PBFT algorithm requires peer-to-peer 
communication for Byzantine fault-tolerant consensus. In a network of N nodes, the time 

complexity of PBFT communication is  2O N , and the number of message transmissions after 

the three-phase consensus is  2N N-1 . Due to the complexity of communication, when the 

number of nodes exceeds a certain number, the performance of the PBFT protocol will drop 
sharply. Finally, the selection of the master node of the PBFT algorithm is arbitrary, and the 
probability of selecting a malicious node is high, which affects the efficiency of the system. 

3. PBFT improvement scheme based on node trust 

The method of selecting the master node in the PBFT algorithm is arbitrary. It obtains the 
master node according to the sequence of numbers, and the selected master node has not 
undergone any inspection, and the credibility of the selected master node cannot be guaranteed. 
The master node selected in this way is very likely to have malicious nodes. Large, from 
detecting malicious nodes to using the view switching protocol to replacing the master node, it 
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causes a lot of network overhead and reduces system efficiency. Therefore, this paper 
introduces the value of node trust into the PBFT consensus mechanism to improve it, and 
proposes a consensus mechanism based on trust, TPBFT (Trust-practical Byzatine fault 
tolerance), which obtains the trust of the node by evaluating the behavior data of the node to 
be selected as the master node These nodes are classified according to the trustworthiness 
value. High-level nodes can be used as candidates for the master node. Nodes with low 
trustworthiness values will not be selected as master nodes, or even be judged as malicious 
nodes and be forced Exit the network. 

3.1. Node credibility evaluation 

The distributed structure of the blockchain has the characteristics of continuous changes in 
network status and node status. If the consensus mechanism is to be realized stably, it is 
necessary to select trusted nodes to participate in the consensus. Therefore, the node credibility 
index is introduced as the basis for electing master nodes participating in the global consensus. 
The credibility here refers to the credibility of a certain node, and each master node takes turns 
to complete the calculation of the master node. The way to obtain the trust value is to monitor 
the nodes in the network and monitor the status and behavior of each node to obtain the trust 
value of each node. 

3.1.1. Definition of credibility 

The efficiency of consensus achievement is directly related to the performance of the 
blockchain. It is expected that the nodes participating in the consensus will have a better 
performance in the network status and the response of the consensus system. The 
measurement of this performance is defined in this article as the trustworthiness of the node. 
Through the statistical node response detection, the completion of election voting, the 
completion of the transaction performance in the process of achieving consensus, and the 
response information interaction performance and other data, it is measured according to the 
credibility calculation formula. 

This article defines the parameter to represent the credibility of a node. The credibility of a 
certain node is expressed as, which represents the number of the node. In order to facilitate 
calculations, the value range of the credibility is limited to [0,1], and the larger the value is the 
more trustworthy the node. The trustworthiness value obtained by the node is rated for the 
node. This article divides the node into four levels according to the trustworthiness value. The 
specific levels are shown in Table 1. 

Table 1: Classification of node trust level 

Serial number Trustworthiness Ti Node level 

1 [0.8,1] excellent 

2 [0.6,0.8) good 

3 [0.4,0.6) middle 

4 [0,0.4) poor 

Among them, the superior nodes are nodes that are continuously stable, reliable, and 
correspondingly fast, and are good transactions. The nodes that respond with a response but 
have a slightly longer delay, the medium is the node with interruption or no response in the 
response, and the poor is the node with malicious behavior. After entering the network, the 
initial credibility value of each node is obtained by the credibility calculation method. Then, as 
each node participates in voting, consensus and other tasks, the trust value of each node is 
updated in real time. 
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3.1.2. Reliability index 

In order to describe the credibility of the node, considering the actual system's sensitivity to 
the state acquisition cost, this article describes the node credibility from the response of each 
node to complete the business. For example, take the corresponding speed at which the node 
completes the node election voting, the rate of successful completion of transactions, etc., as the 
measurement content, and combine the algorithm weight to obtain the specific credibility value 
of the node. 

Definition 1 Transaction completion rate. Refers to the ratio of each node successfully 
participating in various transactions after entering the network. It reflects the activity of the 

node in the transaction process, and the expression of the transaction completion rate  φ n is 

   
 

d n
φ n =

N n
                                                         (1) 

Among them,  d n represents the number of transactions successfully completed by the node 

in n transactions, the successful completion will get bonus points, and the failure will remain 

unchanged;  N n is the total number of transactions, representing all the transactions 

experienced by the node. 

Definition 2 Delay index. Refers to the delay in the process of responding to various 
transactions and the maximum delay allowed by the transaction within a period of time after 

the node enters the network. The delay index  τ n is expressed as 

   
 
 

3

n

max

t
τ n = 1-

t
                                                        (2) 

Among them, nt represents the delay of the n th transaction;  maxt n represents the limit delay 

allowed for the execution of the n th transaction, and if the limit delay is exceeded, it indicates 
that the transaction has failed to execute. 

Definition 3 Time validity index. Refers to the extent to which the current node state is affected 

by the historical state. The time validity index  ρ i is expressed as 

 
i

-
αρ i = e                                                                         (3) 

Among them, i is the difference between the number of current transactions and historical 
transactions, i = 1,2,3, ...,n ; α is the attenuation factor, which represents the trend of the 
historical state's influence on the current state. 

Definition 4 Index of trust degree. Refers to the total evaluation of the credibility of the nodes 

in the network, reflecting the feasibility of the node. The trust index  T n is expressed as 

     



i

1 2

i

ρ(i)T(n - i)
T(n)= w φ n τ n + w

ρ(i)
                               (4) 

Among them,  φ n is the transaction completion rate;  τ n is the time delay index;  ρ i is the 

time validity index; 1w is the weight of the node's own task completion status; 2w is the 

authority of historical credibility to the current impact; 1 2w + w = 1 . The trust evaluation model 

intuitively reflects the performance of nodes in this consensus. If the node delay is small and 
the transaction completion rate is high, the credibility is high; conversely, if the node delay is 
large and the transaction completion rate is low, the credibility is low. 
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3.2. TPBFT consensus process 

Due to the time-varying nature of the network, the credibility index is difficult to accurately 
select the optimal node in real time, but malicious nodes and unstable nodes can be excluded, 
that is, nodes evaluated as neutral and poor must not be suitable for participating in consensus. 
Therefore, during the election, the nodes with excellent ranks can be regarded as candidate 
nodes, and the nodes with excellent and good ranks can be regarded as election nodes. 

Specific steps are as follows: 

Update the trust value of each node in the current network, and obtain the trust level of each 
node through the trustworthiness evaluation model. 

Determine the master node (consensus node). The initial node is the seed node. After the 
election is successfully completed and the global consensus is completed, the node selected last 
time is the master node. 

Determine the voter node. All excellent and good nodes are voter nodes. Number the excellent 

and good nodes, and record the number of excellent and good nodes as sN , wN respectively. 

Determine candidate nodes. The master node nominates candidate nodes, the method is as 
follows: 

The master node generates a large numberP , sp N ; 

ask dn ,  d sn = P MOD N ; 

The superior node with dn as the serial number is the candidate node. 

The master node initiates a vote for the nominated candidate node and enters the voting 
process. 

The master node confirms the voting result. If the number of votes in favor exceeds half of the 
voters, it will pass, otherwise it will fail. 

Success will end the election process; failure will repeat steps (1)-(6) until the election is 
successful; at this time, all candidates are eliminated, the election is over, and the consensus 
phase is entered. 

4. Performance and experimental analysis 

4.1. Safety analysis 

Since the TPBFT consensus algorithm in this article also uses the PBFT algorithm as the core 
consensus, and the global consensus anti-attack ability is consistent with the PBFT algorithm, 
the following focuses on the analysis of the security performance of this algorithm against 
typical attacks and targeted attacks. 

Security analysis of traditional typical attacks 

Witch attack (Sybil attack). Sybil attack refers to a malicious node illegally fabricating multiple 
identities. In this paper, the TPBFT algorithm calculates the node trust value. Nodes with too 
low trustworthiness have no chance to participate in consensus. Ordinary nodes can only show 
cumulative trustworthiness by participating in voting. Only when the trustworthiness level 
reaches excellent or good can they have a chance to become a candidate node. Only through 
elections can they become consensus nodes, and this mechanism effectively limits witch attacks. 

Static attacks and dynamic attacks. A static attack refers to a malicious node spreading false 
voting information to surrounding trusted nodes. Dynamic attack refers to a malicious node 
alternately spreading false or real information to surrounding trusted nodes. The TPBFT 
algorithm proposed in this paper uses the trust evaluation model to refresh the trust value of 
all nodes after each round of voting. Once malicious behavior occurs, the node will not get a 
high score in the next round of trust calculation. There is no chance to participate in the 



Scientific Journal of Intelligent Systems Research                                                                                        Volume 4 Issue 1, 2022 

ISSN: 2664-9640                

46 

consensus, so the algorithm proposed in this article can resist static attacks and dynamic 
attacks very well. 

Security analysis against TPBFT algorithm attacks 

Candidate node attack. Candidate nodes are selected from all nodes with an excellent trust level. 
Therefore, the node itself is relatively safe, so there is no malicious behavior. When a single 
candidate node is attacked, other candidate nodes can still be selected , Does not affect the 
subsequent consensus, so attacking a single candidate node will not affect the system. In 
addition, the candidate node only takes effect during the election process. Once the master node 
is determined, the candidate node is eliminated, and its function is the same as that of a normal 
node, so attacking the candidate node will not affect the normal operation of the system. 

Ordinary node attack. After the end of the round of voting, all nodes except the master node are 
reduced to ordinary nodes. According to the credibility evaluation model introduced in this 
paper, the trust value of many nodes is refreshed. After the ordinary grade point is attacked, if 
the node loses its activity and does not participate in voting, its credibility will gradually 
decrease. If it is low to a certain extent, it will lose its qualification to become a consensus node 
and cannot become a consensus node; this mechanism ensures that the participation of 
consensus nodes Credibility, to prevent malicious nodes from the beginning. 

4.2. Throughput analysis 

As shown in Figure 2, the ordinate is the system throughput, and the abscissa is the system 
running time. There are 100 nodes in the system, and the random change of malicious nodes 
does not exceed 33, so that the total node n is not less than3f +1 , and the throughput changes 
of PBFT and TPBFT over time are compared. Within the range of fault tolerance, PBFT is 
relatively stable throughout the simulation process. As the system runs for a long time, the 
TPBFT algorithm based on node trust can effectively improve the system throughput. Since the 
probability of malicious nodes participating in the consensus is greatly reduced, and the error 
rate of the master node is reduced, the consensus process can be completed faster and more 
accurately. 

 
Figure 2: TPS of PBFT and TPBFT changes over time 

4.3. Communication overhead analysis 

In Figure 3, the ordinate is the number of communications generated once on average for the 
block, and the abscissa is the number of nodes in the system, and the number of nodes is 20, 40, 
60, 80, and 100 respectively. Comparing PBFT and TPBFT, the communication changes as the 
number of nodes increases. As the number of nodes in the system increases, the communication 
overhead of TPBFT becomes smaller and smaller than that of PBFT. 
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Figure 3: PBFT and TPBFT communication changes as the number of nodes increases 

5. Conclusion 

The improvement method of the PBFT consensus mechanism based on node trust proposed in 
this paper is to calculate the trust value of each node and rank the nodes, so that nodes with 
high trust levels have a greater chance to participate in the candidate of the master node, 
making the trust low The nodes can only be used as ordinary nodes and cannot participate in 
the consensus, which effectively reduces the probability of malicious nodes participating in the 
consensus, thereby effectively avoiding the waste of communication resources caused by 
frequent interaction. Experimental results show that under the long-term operation of the 
system, TPBFT reduces system overhead and improves system efficiency. 
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