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Abstract 

Searchable encryption uses keywords to retrieve encrypted data on the server. Data 
privacy disclosure and search results cannot be verified are two major difficulties of 
searchable encryption. In this paper, we propose an safe and verifiable fuzzy keyword 
search (SVFKS) method to solve the two difficulties. To ensure data privacy and security, 
we utilize several secret keys and the one-way trapdoor function to build a symbol tree. 
And we employ the collision resistance property of hash function to against attacks from 
an adversary who wants to steal data privacy. To verify the search results, we record 
every route from the root node to the current node in symbol tree. And we construct a 
verifiable strategy by comparing real search route with these records. The performing 
analysis results indicate our method is more safe and reliable than the-state-of-arts 
approaches. 
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1. Introduction 

The emergence of cloud computing provides considerable opportunities for academia, IT 
industry and global economy. Increasing amounts of sensitive information is being centralized 
into the cloud, such as emails, personal health records, government documents and etc. By 
storing these data into the cloud, the data owners can be relieved from the burden of data 
storage and maintenance so as to enjoy the on-demand high quality data storage service. 
However, the cloud server cannot be fully trusted, they may be curious about the outsourced 
data. To protect data privacy, sensitive data has to be encrypted by data owners before 
outsourcing, which brings the problem about how to search the data we need without 
downloading and decrypting all the data. Therefore, exploring privacy-assured and effective 
search service over encrypted cloud data is equivalent essential and meaningful. Exact 
Keyword Search and Fuzzy Keyword Search are two widely accepted mainstream technologies 
in searchable encryption area. As textual information is ubiquitous in data management 
systems, traditional searchable encryption schemes solve the problem of searching over 
encrypted data through exact keyword matching. 

In Exact Keywords Search, Asymmetric Searchable Encryption and Symmetric Searchable 
Encryption are two popular methods to process data encryption. In Asymmetric Searchable 
Encryption, Boneh et al. [2] construct a mechanism called Public-Key Encryption with Keyword 
Search (PEKS) based public key cryptosystem. It shows private key owner can provide a key to 
a server that enables the server to only check whether the key in the encrypted file which was 
encrypted by the related public key holders. In Symmetric Searchable Encryption, Song et al. 
[17] take the form of probabilistic searching and provide a controlled searching technique 
which support hidden queries that guarantee a server even know nothing about the search 
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keywords.  Furthermore, Reza Curtmola et al. [5] make some safety and efficient improvements 
based on Symmetric Searchable Encryption and take a multi-user SSE scenario into 
consideration. 

The query keyword is a single and exact word in Exact Keyword Search, thus misspelled 
keyword in a query may give rise to retrieving nothing. Consequently, many applications have 
an increasing need to support Fuzzy Keyword Search over encrypted data set. All these 
applications amplify the crucial importance of enabling the Fuzzy Keyword Search in 
outsourced cloud data management systems with high system usability and better user search 
experience. Fuzzy Keyword Search can greatly enhance system usability by returning the 
matching files when the query inputs just exactly match the predefined keywords or the closest 
possible matching files based on keyword similarity semantics. Li et al. [12] exemplified the 
Fuzzy Keyword Search scheme over encrypted data, their scheme has a wildcard-based fuzzy 
set construction. In the scheme, wildcards are put into consideration to form a fuzzy set whose 
size is drastically large. Liu et al. [13] improved the scheme by constructing dictionary-based 
fuzzy set construction to get smaller index size. Zhang et al. [6] through inner product compute 
for similarity-based ranking to achieve multi-keyword search in privacy-preserving conditions. 
Other Fuzzy Keyword Search schemes over encrypted data optimized the data structure index 
with various tree structures such as R-tree, multi-way tree, and symbol tree to improve the 
searching efficiency. 

However, most schemes above do not regard the cloud server as a semi-honest-but-curios one 
and they overlook the case that the cloud server may return only part of the searching results 
in order to save its own computation resource. To address the problem of dishonest server, 
Chai et al. [3] put forward a verifiable SSE (VSSE) scheme, which ensures users can verify the 
correctness and completeness of the search results but only be applied in the exact keywords 
search. Qing et al. [19] presented Verifiable Attribute-based Keyword Search which uses 
Attribute-based Encryption as an access control policy. 

Despite the fact that these schemes take the verification into consideration can enable users 
who satisfy the access control policy to verify the search results, they can only solve exact 
keyword matching and their solution algorithms are complex as well. In our work, we propose 
a scheme called SVFKS and our main contributions can be summarized as four-fold: 

Our scheme employees the idea of String edit distance and supports dictionary based Fuzzy 
Keyword Search. 

 Searching results can be verified in our scheme on encrypted data. 

 We use one-way trapdoor function and the collision resistance of hash function to protect data 
privacy. 

 With symbol index tree, our scheme reduces the verifying computation cost to (1)O . The 

search time complexity of our scheme is almost equal to the scheme with multi-way tree. 

2. Related Work 

A variety of searchable encryption schemes have been designed to perform secure and effective 
search both without decrypting the whole data files. These searchable encryption schemes can 
be classified into two large categories: Exact Keyword Search and Fuzzy Keyword Search. To 
improve the efficiency of search, Multiple Keywords Search is investigate in the searchable 
encryption research. And considering the accuracy of search results, a Verifiable Keyword 
Search based on Exact Keyword Search and Fuzzy Keyword Search is derived. 

Exact Keyword Search. The first construction of searchable encryption [17] support the view 
that each word in the document is encrypted separately under a special two-layered encryption 
construction. This construction needs to scan the entire file collection to obtain the complete 
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query results. Goh [7] outlines Bloom filters to construct the indexes for the data files. The 
keyword is inserted into the corresponding position of the Bloom filter through the hash 
function. For achieving more efficient search, Chang et al. [4] and Curtmola et al. [5] both 
propose a similar ‘‘index'' approache, where a single encrypted hash table index is built for the 
entire file collection. 

Multiple Keywords Search. However, the above methods are all based on single keyword 
retrieval form. Single keyword search may return redundant file collection due to lack of 
accuracy. According to the dimension of data retrieval keywords, searchable encryption can be 
classified into single keyword search and multiple keywords search. A bucketizaiton based 
approach [8] that an attribute domain is partitioned into sets of buckets to support range 
queries is proposed. Their strategy is to process the decryption and other query processing at 
client site to save the computation power of server and protect against data thefts from the 
untrusted server. Considering the privacy threats arising from the creation of bucketization-
based indices, a privacy-efficiency trade-offs for the bucketization scheme [9] based on 
controlled diffusion is designed. A K-anonymity techniques [16] which utilize generalization 
and suppression is proposed to solve the privacy disclosure of relationship between attributes 
in bucketizaiton scheme. 

Fuzzy Keyword Search. Nevertheless, Exact Keyword Search can realize the retrieval on 
ciphertext, there is no tolerance of minor typos or format inconsistencies. The frequent user 
searching behavior makes the research of Fuzzy Keyword Search particularly necessary. A 
wildcard-based technique [12] which utilize edit distance to quantify keywords similarity is 
explored for the construction of fuzzy keyword sets. Unfortunately, their technique requires 
large data storage space. With considering scalable for large data sources and efficient 
similarity search, locality sensitive hashing technique is introduced in Fuzzy Keyword Search 
[11]. 

Verifiable Keyword Search. The authenticity of the results returned by the server is not 
considered in all the above methods. The problem is first address in [3] that query results 
returned by the cloud server cannot be fully trusted in the presence of a semi-honest-but-
curious server. And they offer a verifiable symmetric searchable encryption method. Moreover, 
a two-phase search method [10] which provides versatility by allowing arbitrary and dynamic 
matching of phrases is presented against the same type of cloud server scenarios. 

In this paper, we incorporate with modifications the valuable ideas and techniques in the above 
methods, and make some improvements to achieve our method SVFKS. Compared with other 
searchable encryption scheme, our solution is more efficient. Besides, the correctness and 
completeness of the search results can be verified to achieve more stringent information 
security in our scheme. 

Organization: This paper is composed of six sections: Section 1 is the introduction. Related work 
is presented in Section 2. Section 3 exhibits the system model of our method. The design of safe 
and verifiable fuzzy keyword search method is described in detail in Section 4. In Section 5, we 
evaluate the security of our method and analyse verifiable ability. Finally, we make the 
conclusion of this paper in Section 6. 

3. System Model 

Assuming there exists a cloud server who is ‘‘honest-but-curious". Specifically, the server will 
follow our predefined protocol, but still try to find out as much secret information as possible 
based on its possessions. Moreover, we notice that the cloud server may be selfish in the aspect 
of saving computation ability or bandwidth as well, and data security for this type of server is 
significantly beyond our conventional ‘‘honest-but-curious'' server model. We consider this 
stronger adversary as a ‘‘semi-honest-but-curious" one. In other words, this server is un-
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trusted and it may execute only a fraction of the search and/or return part of the searching 
results honestly. 

The data owner represents either an individual or an enterprise customer who has a collection 
of n data files to be stored in the cloud server. We define the collection of data files as: 

                                                                  = , |1iF fid file i n  .                                                           (1) 

where filei is the i-th file identifier of F, fid is the file identifier of filei and every identifier is 
unique. To keep sensitive data confidential from unauthorized entities, the file collection F 
stored on server should be encrypted with a secret key. We define C as a collection of encrypted 
files of  F, 

                                                                             
1k

C E F .                                                                         (2) 

where k1 is a secret key generated by the data owner. 

For our scheme, we suppose the system model in the ‘‘semi-honest-but-curious'' server 
scenario. The architecture of our system model in a cloud computing scenario with the ‘‘semi-
honest-but-curious'' cloud servers is presented in Figure1. The system model consists of three 
different entities: data owner, cloud servers and data users. In our scheme, we assume the 
‘‘semi-honest-but-curious'' cloud servers satisfy the following properties: 

The cloud server is a storage provider who follows our proposed protocol and does not 
modify/destroy the stored documents; 

The cloud server tries to derive sensitive information from the stored documents, query pattern 
and search results; 

 The cloud server may execute only a fraction of search operations honestly and return part of 
the outcomes to user. 

 
Figure 1: The architecture of our system model in a cloud computing scenario with the “semi-

honest-but-curious” cloud servers 

To achieve effective utilization of cloud data, such service architecture should be equipped with 
Fuzzy Keyword Search capability on encrypted cloud data. In addition, this architecture needs 
to also needs to ensure that the data stored on the server is secure. Moreover, supporting the 
function of results verification is necessary for the dishonest properties of the cloud servers. 
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When the data users get the results from the cloud server, they could verify the correctness and 
completeness of these returned results. 

4. Safe and Verifiable Fuzzy Keyword Search 

4.1. Notations 

The notations are used in our method as shown in Table1. 

Table 1: Notations 

Symbol Description 

n the number of files outsourced on cloud server. 

 1 2, , , mD e e e  a predefined dictionary which contains a set of distinct legal English 
words. 

p the number of distinct keywords which can be extracted from the 
file collection F. 

 1 2, , , pW w w w  a dictionary which contains a set of distinct keywords in D extracted 
from the file collection F. 

 
2kf w  a one-way function with secret key k2 for a keyword w. 

Tw the trapdoor of a search request contained a keyword w. 

 
1k

g  a secure encryption function based on semantic with secret key k1. 

 
1k

E ,  
1k

D  a secure encryption/decryption function based on semantic with 
secret key k1. 

     
3

*
0,1 0,1

l

kh    a keyed hash function with secret key k3, defined as key × {0,1}*→ 
[0,1]l, l is length of the output. 

4.1.1. String edit distance 

Definition4.1. String operations [12] can be defined as follows: 

Insertion: Insert one character in the string. 

 Deletion: Delete one character in the string. 

 Substitution: Replace a character in the string. 

String Edit Distance is the minimum number of insertions, deletions, and substitutions required 
to transform one string into another. In this paper, we denote ed(str1, str2) as the string edit 
distance between str1 and str2. 

4.1.2. Dictionary 

Dictionary D limits the scope of fuzzy keywords. In other words, all fuzzy keywords should 
belong to the dictionary. For example, we can make the dictionary contains all legal English 
words. But in most circumstance, stop words such as “a”, “the”, “about” will be excluded from 
the dictionary for the reason that these words are not usually used as keywords. 

4.1.3. Alternative fuzzy keywords 

Definition4.2. Given a keyword w and a dictionary D, the fundamental dictionary fuzzy 
keywords set of w can be defined as: 

                                                                , 1, , ,D

w d i mF w w w  .                                                           (3) 

where all iw D  and  0 , ied w w d  . The parameter d is a flexible, we can adjust the scope of 

fuzzy keyword D by adjusting the size of d. 

In Eq.3, we obtain all approximate keywords of the the w with distance less than d. The length 

of the fuzzy keywords set of w is m, we denoted as ,

D

w dF . That is, 
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                                                           , ,1D

w d iF m w D i m     .                                                        (4) 

And we can build a secondary dictionary fuzzy keywords set W of keyword w which is defined 
as: 

                                                            
1 , , ,i m

D D D

w d w d w dW F F F  .                                                 (5) 

Suppose the fuzzy keywords in the secondary dictionary fuzzy keywords set W denoted as wW, 
while in the fundamental dictionary fuzzy keywords set denoted as wF. It is not hard to figure 
out that 

                                                                          , ,W Fed w w ed w w  .                                                      (6) 

Therefore, W can be used as an alternative set in case no search results are found when use 

,

D

w dF . 

4.2. Algorithms 

Five polynomial time algorithms: KeyGen, Buildindex, Trapdoor, Search, and Verify constitute 
our SVFKS. 

1. KeyGen    1 2 3, ,k k k  : 

KeyGen is a randomized key generation algorithm. It inputs security parameter   and outputs 
three secret keys: k1, k2 and k3 respectively. Secret key k1 is used for files encryption and 
verification, secret key k2  is used for trapdoor and index, secret key k3 is used for the keyed 
hash function. 

2. Buildindex    2 3, , indexW k k G : 

Buildindex is run by the data owner to create the index. It inputs keyword set W and the index 
secret key k2 then outputs the symbol tree indexG . Considering the privacy disclosure from the 

index, the content of the symbol tree indexG  will be hashed with the secret key k3. The outline of 

symbol tree indexG  is presented in Figure2. 

 
Figure 2: The architecture of our system model in a cloud computing scenario with the “semi-

honest-but-curious” cloud servers 
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3. Trapdoor    2 , ', D

w d wk F T : 

This algorithm takes the trapdoor key k2 and the fuzzy keyword set 
,

D

w dF  as inputs, then outputs 

the trapdoor set 'wT . For each keyword w in 
,

D

w dF , we employ a one-way function to calculate 

the wT  which is defined as: 

                                                            '
1 i mw w ww

T T T T                                                            (7) 

where '

,

D

w dw F . 'w
T  can be generated in two scenario: when data user sends a query to cloud 

server or at the data owner builds index tree time. In this paper, we suppose the keyword w 
comes from a query of the data users. 

4. Search     ', ,index w setG T fid proof : 

The cloud server execute Search over the encrypted files C, in order to find out the data which 

may contain keyword 'w . Algorithm Search has two input parameters, they are index tree indexG  

and the trapdoor set 'wT  which is generated by data users query, respectively. If the search 

process goes successfully, then the cloud servers will output the set of file identifiers fidset and 
proof. Both of them will be utilized in next stage for verification purpose. If the search process 
goes wrong, the cloud servers will output proof only. The unique proof will still be used for 
validation. 

5. Verify    1 3, , , ,setk k fid proof True False : 

The final steps in our method is validate the returned results. Algorithm Verify is executed by 
the data users to test whether the cloud server is honest or not. Verify takes secret key k1, k3 
and the fidset & proof from previous process as its input parameters. It is worth mentioning that 
if the cloud servers find nothing about the fuzzy keyword of query or the cloud servers are 
dishonest leading to retrieve nothing, the input parameter fidset will become unnecessary. If the 
verification process is successful then Verify will output True (which means the returned 
results from cloud servers can be trusted) or else output False (which means the could servers 
are dishonest in the search results).  

4.3. Symbol Tree Structure 

We build a symbol tree to improve the query efficiency of our searching scheme. To build a 
symbol tree, the key idea behind this construction is that all trapdoors sharing a common prefix 
have a common node. The root is associated with an empty set and the symbols in a trapdoor 
can be recovered in a search from the root to the leaf that ends a trapdoor. All the dictionary 
fuzzy keywords in the tree can be found by the depth-first search. 

Assume  i   is a predefined symbol set, each symbol i   is denoted by a t-bit binary 

vector and the maximum number of different symbols in   is 2t  . The   has no practical 

significance and can be regarded as a codebook. 

In Eq.7, the data users compute  ' 2 , iw
T f k w  by taking the index generation secret key k2 and 

the keyword 
,

D

i w dw F  of related query as input. Then they divide each trapdoor value into 

 
2

/kf w t 
 

 parts (from high-order position). Note that, each part is a t-bit binary number 

except the last part. The length of the last part is in the range of [1, t - 1). For consistency, a 
unified and special character is required to complete the last part to a t -bit string. 
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The data owner takes each part as a symbol and utilizes these symbols with some ingenious 
strategies (which we will introduce later) to construct an index tree indexG  with covering all the 

fuzzy keywords of iw  in 
,

D

w dF . 

The structure of indexG  is shown in Figure2. Each node of the indexG  is associated with a t-th bits 

binary symbol, where t is a flexible parameter and can be adjusted for a better performance 
purpose. 

In the indexG , we set ij  as the presentation of the node and define it as the i-th node from left to 

right of depth j. And we attach the corresponding  
1k

g fid  of the searching route to each leaf 

node. 

4.4. The Implement of SVFKS 

4.4.1. Execution flow overview 

The lifecycle of SVFKS can be summarized into three stages in our searchable encryption 
strategy. 

The first execution flow, the data owner employs KeyGen to generate secret keys first. Then 
he/she employs the one of the secret keys and Buildindex to create encrypted file and the 
corresponding hashed index, respectively. Finally, these files which the data owner built will be 
outsourced to the cloud servers together. 

In the second stage, data users employ Trapdoor to produce the trapdoor set of the related 
query with a given keyword. Then they send the trapdoor set of the keyword to the cloud 
servers for next Search. The cloud servers execute Search and then return the search results & 
proof file back to the data users. For data safety, the returned search results & proof are still 
encrypted. 

The last stage is the process of getting the plaintext results of the query. After the data users 
obtaining the search results returned by the cloud servers, they will perform Verify to validate 
the correctness and completeness of search results. The returned results from cloud servers 
can be classified into two categories: find the queried data or not. In the first scenario where 
the queried data is found, the Verify will help the data users to examine whether the outcome 
can be trusted or not. In the second scenario where the queried data is not found, the data users 
can execute the Verify to check whether there is really no outcomes of the query can be 
retrieved on the cloud servers. 

4.4.2. Build symbol-tree index structure 

The structure of our proposed symbol tree is shown in Figure2. Each node in the symbol index 
tree indexG  is a tuple with three elements (r0, r1, r2). 

r0 stores the t bit binary symbol of ij . As a consequence, r1 has 2t different results which 

represent the set of children of the current node. 

r1 is a bit stream which length is 2t. From the root to current node in indexG , if current node's 

parents whose r0 is the i-th symbol in  , then the i -th bit of current node r1 is set to 1, while 
other bit positions in r1 are all set to 0. Note that, the r2 is only used in the Verify when the 
search route cannot reach the leaf node. 

r2 saves two results of the keyed hash value. One is  
3kh mem  where mem means symbol 

sequence from the root to the current node. And the other one is r3. In our design, r3 is defined 
differently according to the following two scenarios. 

If current node is an intermediate node, r3 = r1. 

If current node is a leaf node,  
33 k whr fid . 
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w is a keyword associated with the current leaf node and fidw is a set of file identifiers where 
these files contain keyword w. 

The data owner outsources indexG  with encrypted files to the cloud server. Meanwhile, he/she 

attaches  
1 4kg r  to every leaf node for further verification. 

4.4.3. Verification 

Verification is executed in every inquired route. proofi=(pathi, Ri) can be utilized by user to 
examine the correctness and completeness of search results. 

When the search reaches the leaf node for the i-th route. 

First, the data users obtain 
iwfid  by decrypting  

1 ik wg fid  with k1, that is 

                                                                       
1 1i iw k k wfid D g fid                                                             (8) 

Then they use the result 
iwfid  in Eq.10 to compute  

3k wh fid  in order to ascertain whether it is 

equal to the wfid  in Ri. If matches successfully then verification process will go to the second 

stage; otherwise the process indicates the cloud servers cannot be trusted. 

Second, the data users estimate whether path in proof is in accordance with mem in Ri. They use 

k3 to compute  
3kh path  first, then they compare the  

3kh path  with mem in Ri. If there is no 

difference, it means the cloud servers can be trusted; otherwise the cloud severs are dishonest. 

When the search failure. 

First, the data users only investigate the proof set to evaluate whether path in proof is matched 
precisely with mem in Ri. If the match is failure, the cloud sever will be un-trusted; otherwise 
go to the second step. 

Second, the data users obtain   by decrypting  
1k

g   with secret key k1, the operation is noted 

as 

                                                                           
1 1k kD g                                                                     (9) 

Then the symbol sequence (the route from root to current node) of current node can be 
determined by r1 and  . Finally, the data users check whether the symbol sequence is equal to 
the path in proof. If it is equal, the cloud servers can be trusted. Otherwise it indicates the cloud 
servers are dishonest. 

5. Security and Performance Analysis 

5.1. Security Analysis 

Data Privacy. The documents stored on the cloud server are encrypted separately with k1, and 
their confidentiality is essentially ensured by the underlying cipher. By using a cryptographic 
strong cipher, it fully guarantees these encrypted documents leaks zero information (except 
their respective lengths). Besides, the privacy-preserving query can be understood as a 
collection of prefix signatures. Its confidentiality and one-way properties are guaranteed by the 
underlying hash function. Note that, more focus should be placed on the confidentiality of the 
index. To be specific, each node in indexG  has a triplet (r0, r1, r2). r1 and r2 are hashed value. 

Therefore, even an attacker obtains (r1, r2), he cannot derive related plain-text information 
directly and easily. 

Nonetheless, a dishonest cloud server may learn statistic information according to (r1, r2) by 
taking advantage of the mutual information among nodes in indexG . Considering these potential 

threats, we make the following essential observation in an outsourcing environment. 
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Proof. In terms of the search privacy, the SVFKS method is adequate secure. 

Suppose SVFKS cannot achieve the index privacy which guarantees the encrypted information 
is indistinguishable under the chosen keyword attack (INDCPA). It means there may exist an 
algorithm A which can obtain the underlying information of a keyword from the index. In the 

worst situation, an adversary knows the entire SVFKS method includes  indexG . Then he or she 

chooses some keywords randomly and initiates corresponding queries. However, even the 
adversary generates these trapdoor successfully, he cannot compute a new index 'index

G  which 

is matched indexG  perfectly by using these keywords are randomly chosen. Moreover, due to the 

adversary cannot obtain a probabilistic estimate of the true value with high degree of 

confidence. He or she cannot deprive the underlying keywords set W from the indexG  directly 

either. Furthermore, Buildindex is an one-way function, which means utilizing W and k2 to 

compute indexG  can be easy while the reverse direction to calculate W will be hard. In conclusion, 

there is no algorithm can deprive the underlying keywords from indexG  without the secret key 

k2. 

5.2.  Verifiability 

Verifiable Searchability. To prove the verifiability, we need to prove that the adversary 
cannot forge a valid proof which be denoted as  . To tamper the search results, there are three 
ways for the adversary to forge the  : 

Generate a   with different parameter path and/or mem; 

Randomly generate a   to replace the original real one; 

Take the proof of another node as the   of current node and return it back to the user.  

In the first two ways, considering the collision resistance properties of hash function, each node 

in indexG  has a unique proof. Therefore, without the secret key k1, the adversary can cheat 

successfully in a negligible probability. He or she cannot return part of the search results or 
some fault one. 

In the last way, there is just one unique mem from the root to the current node in indexG  

according to the symbol tree structure. In other words, the mem of any node can be regards as 
a signature of the current node. The   which should be the proof of other node will be rejected 
in the Verify process. 

Based on the above analysis, the adversary cannot construct a valid proof without the secret 
key k1. We can conclude our proposed SVFKS is secure based on the assumption of collision 
resistance of hash function. 

We compare our scheme with previous VSSE schemes as shown in Table2. Our scheme supports 
Ciphertext No-distinguish, Trapdoor No-distinguish and Fuzzy Keyword Search. 

Table 2: Comparison between SVFKS and other schemes 

Scheme 
Ciphertext 

No-distinguish 

Trapdoor 

No-distinguish 

Secure 

Channel 

Fuzzy 
Keyword 

Search 

[2] √ × √ × 

[1] √ × × × 

[14] √ √ √ × 

[18] √ √ × × 

[12] √ × √ √ 

ours √ √ √ √ 
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6. Conclusion 

In this paper, we propose a SVFKS method supports Fuzzy Keyword Search in the cloud 
computing environment with the ‘‘semi-honest but curious'' cloud servers. Our method 
provides data privacy security by introducing one-way trapdoor function and hash function  
with several secret keys. Our method also offers the verifiable searchability that can verify the 
integrity and correctness of returned results from cloud servers. Moreover, our method is 
efficiency with the structure of our proposed index based symbol tree. The rigorous security 
and verifiable searchability analysis confirm that our method is feasible to realize the data 
privacy-usability trade-off in a data outsourcing scenario. 
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