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Abstract 

For the face anti-spoofing tasks, most scholars at this stage use a convolutional neural 
network framework.In this paper, We rely on the powerful feature extraction capability 
of transformer and deepen the transformer network loop depth by improving it.And 
achieved good proformace on CASIA-SURF datasets,reduced the EER to 0.025 on the 
CASIA-SURF dataset and improved accuracy to the 99.6%. 
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1. Introduction 

1.1. Based on traditional deep learning methods 

Face recognition technology is widely used in all aspects of life today, Most of the previous 
scholars used LBP[1] manually extracted features for in face anti-spoofing. 

In recent years, through the development of deep learning, scholars have used a simple 
convolutional neural network framework[2] to train and discriminate the authenticity of the 
captured RGB images, but the results obtained are average. However, with the increasing size 
of the dataset, some scholars have also conducted research in the direction of lightweight 
network frameworks, such as MobileNetV2 [3]，Better results were achieved on several 
datasets. Some scholars have also made use of to auxiliary supervisory information for 
detection. Atoum[5]et al. utilized to the face depth map to distinguish the difference features. 
rPPG[6] was first used for live detection in 2016 and works well for mask attacks and paper 
attacks, but is generally effective for video flip-flop attacks.  

1.2. Based on transformer methods 

Google first proposed the Transformer[7] model in 2017,the Transformer model has greatly 
improved the performance of various tasks in NLP by using stacked self-attentive and pointwise 
fully connected layers of encoder and decoder and replacing the circular structure of the 
original Seq2Seq model with Attention to avoid repetition and convolution. 

Parmar et al [8] generalized the Attention-based Transformer model to a modeling formulation 
for image generation sequences with easily handled likelihoods, where he encodes each pixel 
with value [0,255] as a d-dimensional vector as an input to the encoder. The special feature of 
this model is the decoder, where each output pixel is obtained by computing the Attention 
between the input pixel and the already generated pixel. This is the first work to do image 
generation using the full transformer. 

Carion et al [9] proposed a Detection TRansformer (DETR) model for target detection, which 
treats the target detection task as an image-to-set problem. Given an image, the model must 
predict an unordered set (or list) of all targets, each based on a category representation and 
each surrounded by a tight bounding box. This representation is particularly suitable for 
Transformer, so the authors use a convolutional neural network to extract local information 
from the image, while using the Transformer encoder-decoder architecture to reason about the 
image as a whole and generate predictions. When locating targets in images and extracting 
features, traditional computer vision models typically use complex and partially manual 



Scientific Journal of Intelligent Systems Research                                                                                        Volume 3 Issue 9, 2021 

ISSN: 2664-9640                

199 

pipelines based on custom layers. dETR uses simpler neural networks, which can provide a true 
end-to-end deep learning solution. 

This paper relies on the powerful feature extraction capability of transformer framework，two 
ideas were proposed. 

1.Through experiments we found that by deepening the transformer's loop structure we can 
improve the accuracy. 

2.We only capture the encoder part of the transformer because the decoder part of the 
transformer is more utilized in NLP tasks. The computer vision part does not need the decoder 
as much. 

2. Methodology 

2.1. Model Framework 

The model built in this paper is based on Transformer as shown in Figure 1. 

    
Figure. 1 Based on the Transformer framework 

Firstly, We omitted the decoder part of the traditional transformer framework, and we slice the 
images in the dataset into 7x7 chunks and embedding them by code. Embedding is more 
suitable for transformer framework than one-hot encoding. Next, embedding is fed into the 
multi-headed attention mechanism. We have made a series of improvements here to extend the 
number of layers of the multi-headed attention mechanism to 16 layers, which is more capable 
of extracting features than the original 6 layers. The final output is a binary scalar and is fed 
into the loss function for classification. 

Secondly, We also made an improvement inside the multi-headed attention mechanism by 
reducing the hidden layer of the self-attentive mechanism to 512 dimensions, through which 
we can save some of the network training parameters and make the convergence speed of the 
model. 

2.2. FocalLoss function 

                                             Eq.1 

In this experiment we have chosen focalloss[10] as the loss function. Ordinary binary cross-
entropy loss function as shown in Eq1.The improved FocalLoss loss function is shown in Eq2. 

                                                            Eq.2 
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The added parameters α and β can balance the influence of difficult and simple samples, 
positive and negative samples on network convergence, and facilitate network training. 

For the CASIA-SURF dataset, because the number of positive samples is much smaller than the 
negative samples, which is also due to the dataset itself, we use FocalLoss to solve the imbalance 
brought by the sample. 

3. Datasets 

3.1. CASIA-SURF Datasets 

Most publicly available in Face Anti-Spoofing datasets have only RGB face parts. The in Face 
Anti-Spoofing dataset CASIA-SURF, produced by Zhang et al[4], contains 1000 faces, extracted 
from 21,000 videos captured by the device, and each face contains RGB, depth, and IR maps.As 
shown in Table 1. 

Table 1.CASIA-SURF Datasets 

Face images 1000 

Scenes 6 

video 21000 

4. Evaluation Metrics 

For the evaluation metrics we chose EER. Full name is equal error rate. There are two indicators 
for TPR and FPR respectively. As shown in Eq. 3 and Eq. 4 

FNTP

TP
TPR




                                                                                  Eq.3                                      

 

TNFP

FP
FPR




                                                                                         Eq.4 

TPR is True Positive Rate ,and FPR is False Positive Rate.T he true Positive Rate is the ratio of 
positive cases to all positive cases as perceived by the learner, which is often referred to as the 
perfect or recall rate. The false positive rate is the rate at which the learner considers a positive 
case among all negative cases. 

When FRR=FAR, it is the equal error rate EER. 

5. Experiment and Results 

5.1. Experimental Environment 

For the experiments, our display card is 2 RTX2080TI, training framework is pytorch 1.6 
framework, CUDA is selected from version 10.2, and the size of input image is set to 224x224 
pixels size. The optimization method uses SGD, the learning rate is set to 1E-2,As the training 
progresses the learning rate is reduced to 1E-4 ,batchsize set to the 128,and Epoch is 200 
rounds. 

5.2. Experimental results on  CASIA-SURF  

In our experiments, we first intercepted the original videos of the datasets into several frames 
by python scripts and saved them as images, in this experiment we only utilize the depth map 
information of the dataset. we divided them into training set, validation set, and test set. In 
order to avoid overfitting, we do a test every 10 epoch in the experiment to evaluate the model 
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effective and save the final weighting results, the train loss and accuracy results , As shown in 
Figure 2 and Figure 3. 

 
Figure. 2 CASIA-SURF train loss  

            
Figure. 3 CASIA-SURF accuracy results   

 

The following figure shows a comparison with the common algorithms in recent years, as 
shown in Tables 2  

Table 2. Compare EER on CASIA-SURF dataset of different methods 

Algorithm EER 

VGG16 10.3% 

Resnet50 3.2% 

MobilenetV2[3] 0.15% 

ours 0.025% 

 

6. Conclusion 

In this paper, We propose an improved transformer framework by deepening the network 
depth of the transformer and reducing the network structure of the traditional transformer, 
reduced EER to 0.025 on the CASIA-SURF dataset and improved accuracy to the 99.6%, but 
there is still much room for improvement. However, there are still many shortcomings, for 
example, the number of parameters generated by transformer framework training is 
particularly large, and the generalization ability of the model still needs to be strengthened. In 
the future, this is the direction that scholars need to focus on. 
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