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Abstract 

In view of the traditional power socket only has the power supply or the switch control 
power supply on-off function, designs one kind based on the Internet of things smart 
socket. This socket takes the system STM32 MCU as the control core, uses the radio 
frequency identification, the electric energy detection, the infrared transceiver and the 
wireless communication and so on many kinds of technologies, has realized the real-
time monitoring electricity consumption of the electric equipment, decides whether to 
continue to supply electricity to the electrical equipment, electric fire can be avoided 
effectively. At the same time, the system also realizes the control of household appliances 
with infrared remote control, and has the functions of time reservation control, remote 
control, etc. It not only allows users to control household appliances conveniently, but 
also promotes users to form good habits of electricity consumption, so as to achieve the 
purpose of energy saving. 
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1. Overview 

In recent years, with the rapid development of intelligent technology, people's demand for 
intelligent equipment is growing. Household appliances have become the necessary household 
equipment in every home, and the socket is the necessary equipment to connect the power 
supply of household appliances. At present, most of the household-installed sockets are 
ordinary sockets, only the role of electricity, has been unable to meet the intelligent times 
people's needs. 

The traditional power socket does not have the power parameter automatic detection function, 
can not realize the current electrical equipment actual power consumption overload and the 
self-power cut, and sends the early warning to the user, prevents the electrical fire accident 
occurrence. And whether the traditional power socket has been connected to electrical 
equipment, the socket has power supply, easy to cause touch socket and electric shock 
accident.  

We can realize the intelligent control of the household appliance by the redesign of the socket. 
The smart socket can feed back the electric consumption information to the user in real time, 
and the user can switch the socket at any time to realize the conversation between the socket 
and the user, thus achieving the goal of energy saving. 

Because current mainstream household appliances such as TV, air conditioning are mostly 
controlled by infrared remote control, that is, it is only in standby state after electrifying, and 
can not work immediately. Therefore, in addition to wireless communication to achieve the 
power socket for remote on-off power supply control, there is a need for further access to the 
socket of household appliances to switch control, or even regulation control. This will better 
meet people's intelligent needs. In view of the defects and functional deficiencies of Traditional 
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Power Socket, this paper presents a more functional and protective smart socket system design 
based on STM32. 

2. The overall design of the smart socket 

2.1. System composition 

The design of smart socket mainly involves power conversion, real-time monitoring of power 
parameters, on-off of electrical appliances, RFID identification, wireless communication, MCU, 
LCD display, EEPROM, infrared transceiver and other functional modules. Control is 
accomplished by interlinking, as shown in figure 1. 

Wireless
communication

module

RFID
identificatio

n module

Power conversion
module

STM32 minimum system

LCD display
module

Electric energy
detection module

Relay
control
module

Storage
module

Infrared
transceiver

module

Electrical equipment

L

N

 
 Fig.1 Function block diagram of smart socket 

2.2. Power supply control 

An RFID tag is embedded in the power plug of the electrical equipment. The RFID tag records 
the rated electric energy parameters such as voltage, current, power, etc. An RFID tag reader is 
embedded in the smart socket to sense whether an electrical device is connected to the socket. 

When the electrical equipment is perceived to be connected, the rated voltage, rated current, 
rated power and other electrical energy parameters of the electrical equipment in the electronic 
tag are read. The MCU control relay module in the smart socket is connected with the power 
supply to supply power to the electric appliance. At the same time, the voltage, current, power 
and other power parameters of the current electrical equipment are sensed by the power 
parameter detection module, and these parameters are compared with the rated power 
parameters obtained from the electronic tag. If the current electrical energy parameters exceed 
the rated power parameters or the maximum power parameters provided by the smart socket, 
the smart socket will give a warning to the user and will not supply power to the socket hole. If 
the rated power parameters and the maximum power parameters provided by the smart socket 
are not exceeded, the smart socket will inform the user in time and supply power to the socket, 
at the same time, the electric energy parameters of the current electrical equipment are 
displayed in real time by LCD screen. In this way, electric fire can be avoided effectively． 

When an electrical device is not perceived to be connected, the smart socket disconnects the 
power cord through the relay module and does not power the socket on the socket. Thus, the 
voltage on the Jack is ensured to be zero, thus effectively avoiding the occurrence of electric 
shock or burn accident. 

2.3. Remote control 

The wireless communication solutions commonly used in smart sockets are Bluetooth, Zigbee, 
WIFI and so on. 



Scientific Journal of Intelligent Systems Research                                                                                        Volume 3 Issue 7, 2021 

ISSN: 2664-9640                

237 

The smart socket based on Bluetooth technology can use the built-in Bluetooth of smart phone 
to access and control it; However, Bluetooth transmission distance is short, it can only control 
within the effective range, can not achieve remote control. 

The smart socket based on Zigbee technology has the advantages of low power consumption 
and low cost, and can realize remote control. However, Zigbee needs complex home gateway to 
convert when it connects to the Internet, and the function of Zigbee switching to WIFI is added 
in the home gateway, can not achieve end-to-end data transmission and control. 

The smart socket based on WIFI technology can be connected to the internet without the 
conversion of home gateway. It has the advantages of high data transmission rate, wide 
coverage, strong wireless anti-interference ability, no wiring, arbitrary node expansion and 
high flexibility. The smart socket in this paper is to choose the wireless communication scheme 
based on WIFI technology. 

2.4. Proximal control 

Through the wireless communication, the smart socket can realize the remote power-on and 
power-off control for the electrical equipment connected to the socket hole. However, some 
electrical equipment is still in standby state after power-on, it needs to be operated by remote 
control to enter the working state; therefore, the smart socket also needs to integrate the 
infrared module to control the state of the device switch. 

When using the socket for the first time, press and hold the self-learning button on the infrared 
transceiver module, and align the remote controller of the device to the infrared receiver on the 
infrared transceiver module, at the same time, press the stand-by/start button of the remote 
control of the device; At this time, IIC communication interface built in STM32 communicates 
with EEPROM module, and the infrared code value of standby / start key of remote control will 
be written into EEPROM. In the same way, the smart socket can learn any key on the remote 
control. After the self-learning function is realized, the home appliances with infrared remote 
control can be controlled through the mobile phone. 

3. Hardware circuit design of smart socket 

3.1. Microprocessors 

The 32-bit enhanced flash processor STM32F103RCT6 based on the Cortex something M3 core 
is selected as the control core of the microprocessor. The CORTEX something M3 core is 
designed with high performance, low power consumption, real-time application and 
competitive price, meet the requirements of the embedded field. The STM32F103RCT6 has a 
maximum operating frequency of 72 MHz, built in high speed memory (up to 512KB of flash 
memory and 64KB of SRAM) , rich enhanced I/O ports, four universal 16-bit timers and two 
PWM timers, as well as standard and advanced communication interfaces: Two I2C, 3 SPI, 2 I2s, 
1 SDIO, 5 USART, 1 USB and 1 CAN. Its rich on-chip resources greatly simplify the system 
hardware and reduce the design cost. 

3.2. Power converter circuit 

The power supply consists of three parts, 220V AC power supply; 5V DC power supply for relay 
module, LCD display circuit, etc; 3.3V DC power supply for MCU, wireless communication and 
other modules. 

For 220V AC power supply, safety and power limitation should be considered. The conductor 
is wider and has better overcurrent overload capacity. Therefore, the socket adopts two or 
three socket type, two phase power supply and standard copper contact. The relay is used to 
control the connection and disconnection between the socket and the 220 V live wire end, the 
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other end of the socket is connected to the 220 V zero line, and the grounding end of the socket 
is connected to the ground wire. 

For the 5V power supply part, because the size of the switch power supply is much smaller than 
that of the step-down regulator module circuit, and the effect is high, and the output power 
meets the working requirements of the system, therefore the power supply mode of the smart 
socket system is to supply power to the switch power supply module, using 220V AC power 
supply input, output 500mA current value of 5V switching power supply module. 

For the 3.3V power supply part, the AMS1117 module is used for power conversion, and the 
filter circuit is added to make the power conversion more stable. AMS1117 features: fixed 
output voltage, low leakage voltage (1A output current is only 1.2 v) , current limiting function, 
over-heat cut-off, wide operating temperature range:-40~125℃. 

3.3. RFID circuits 

MF RC522 chip is used in RFID, This chip integrates all kinds of passive non-contact 
communication modes and protocols at 13.56MHz, and supports the multi-layer application of 
ISO14443A. The transmitter inside can drive the reader antenna to communicate with the ISO 
14443A/MIFARE card and the transponder without additional circuitry. The receiver section 
provides a robust and efficient demodulation and decoding circuit for processing ISO14443A 
compatible transponder signals. The MFRC522 supports Data transfer rate up to 424 KBits. The 
RFID circuit is shown in figure 2.    

 
Fig.2 RFID circuit 

3.4. Power detection module circuit 

Power measurement chip HLW8032 is a high-precision power measurement IC, which adopts 
CMOS manufacturing process and is mainly used in the application of single-phase electricity. 
It can measure line voltage and current, and can calculate active power, apparent power and 
power factor. Two ADC and a high precision electric energy metering core are integrated in the 
device. HLW8032 can be used for data communication through UART port. HLW8032 adopts 
5V power supply and 8pin SOP package. It has built-in 3.579MHz crystal oscillator and 
reference power supply. HLW8032 has many advantages, such as high precision, low power 
consumption, high reliability and strong environmental capacity. It is suitable for power 
metering of single-phase two-wire system. 
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There are two sampling methods of voltage and current channels in electric energy 
measurement: Transformer sampling (isolated sampling) and resistance sampling (non-
isolated sampling) . The instrument transformer sampling mode has high cost, and the 
resistance sampling mode is used in this design. The Electric Energy Metering circuit is shown 
in figure 3. The output pulse frequency of the TX pin through the TX and PF pins is the value of 
the active power, the number of TX pulses represents the amount of electricity used. When SEL 
is at a high level, the PF output pulse frequency represents the voltage RMS value.  

 
Fig.3 Electric energy metering circuit 

3.5. Relay control circuit 

The on-off module of the system adopts electromagnetic relay with 5V DC control current, and 
its shock load is 250/10A AC and 28V/10A DC. Design Circuit as shown in figure 4, considering 
the safety of the socket, using optocoupler isolation to separate the strong current from the 
weak current control; relay working voltage is 5V, using triode drive, driving ability is strong; 
PB9 is relay control interface, when the processor outputs a high level, the transistor is 
saturated, the relay is energized, the load is disconnected from the mains, and is turned off; 
otherwise, when the output is low, the transistor is cut off, the relay is turned off, and the load 
is powered on.  

 
Fig.4 Relay control circuit 

3.6. Infrared transceiver module circuit 

The infrared transceiver circuit includes infrared receiving circuit and infrared transmitting 
circuit. The infrared receiving circuit is shown in Fig. 5, which uses HX1838 infrared receiver 
and its carrier frequency is 38 KHz. The infrared emission circuit is shown in figure 6. The D3 
is the infrared emission tube, the NPN transistor S8050 is responsible for switching off the 
infrared emission tube, R21 is the pull-down resistor, R18 is the base limiting current resistor, 
and R17 is the limiting current resistor of the infrared emission tube. Network label infrt 
connected to MCU pin, MCU controls the on-off of the infrared transmitting tube to generate the 
infrared code. 
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Fig.5 Infrared receiving circuit  Fig.6 Infrared transmitting circuit 

3.7. Memory module circuit 

The memory circuit uses a EEPROM(electrically erasable programmable read only memory): 
AT24C02, it is a power down data does not lose the memory chip, containing 16KB storage 
space, using a specific page address to store the corresponding information; By communicating 
with the I2C interface of MCU, the data storage is realized. The circuit is shown in figure 7.  

 
Fig.7 EEPROM interface circuit 

3.8. Wireless communication module 

ESP8266 is a super low power WIFI communication module, support USART/GPIO data 
communication interface, support wireless 802.11 b/g/n standard, support STA/AP/STA + AP 
three modes of work, built-in TCP/IP protocol stack, support multi-channel TCP Client 
connection, support rich Socket AT instructions. The smart socket connected to the WIFI 
wireless network, can carry out Internet or LAN communication, realize networking function. 

3.9. Clock circuit module 

The smart socket uses the DS1302 clock chip to realize the basic timing, the appointment on-
off function. DS1302 clock circuit as shown in figure 8, the clock crystal is 32.768KHz. DS1302 
contains a real-time clock and 31B static Ram, real-time clock provides second, minute, hour, 
day, week, month, year information, the number of days per month and leap year can be 
adjusted automatically, It communicates with MCU through synchronous serial mode. 

 
Fig.8 Clock circuit 

4. System software design for smart socket 

4.1. Smart socket control program flow 

The system software design can be divided into two parts: Smart socket system control 
program design and mobile phone control terminal software design. The smart socket system 
control program includes: RFID program, power parameter acquisition program, WIFI 
communication program, infrared transceiver program, timing appointment program, etc. 
Smart socket control program flow chart, as shown in figure 9. 
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Fig.9 Program flow chart of smart socket 

4.2. Power parameter acquisition program design 

In the main program cycle, the processor receives the count from the power acquisition module 
through an external interrupt, and the 1-second timer reads the count and gets the energy 
consumption value. The system sets a period of 30S to send data to the wireless terminal at 
regular intervals. The program control flow chart is shown in figure 10. 

4.3. Infrared transceiver programming 

The whole infrared transceiver module program includes two parts: infrared receiving 
program and infrared transmitting program. Infrared Receiver Program and Infrared Launch 
Program. The infrared receiving program is responsible for the decoding and self-learning 
functions of the infrared remote control. The program flow chart is shown in figure 11. The 
infrared transmitting program is responsible for extracting and transmitting the corresponding 
infrared code value stored in E2PROM according to the wireless control command sent by the 
mobile phone. Its program flow chart is shown in Figure 12. 
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Fig.10 Flow chart of electric energy metering control program 
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Fig.11 Flow chart of infrared receiving program 
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Fig.12 Flow chart of infrared emission program 

 



Scientific Journal of Intelligent Systems Research                                                                                        Volume 3 Issue 7, 2021 

ISSN: 2664-9640                

243 

4.4. Mobile application design 

In this paper, we choose the mobile terminal of android platform to develop the application 
program, and manage and control the multiple smart sockets by the way of WIFI wireless 
communication. The functions of smart socket application are as follows: 

(1) Real time query whether the intelligent power socket is connected with electrical 
equipment. 

(2) When the electrical equipment is connected, the current working voltage, current, power 
and other electric energy parameters can be read immediately. 

(3) It can remotely control whether to supply power to a certain electrical equipment. 

(4) Timing and reservation function. 

(5) It controls household appliances with infrared remote control through infrared transmitter.  

Home appliances are connected to smart sockets to get power. In theory, a device corresponds 
to a smart socket. After the smart socket is plugged in, the user searches the local area network 
using an android application. If the appliance is using the smart socket for the first time, add its 
relevant information to the SQLite database along with the corresponding smart socket number; 
If it is not the first time to connect to the smart socket, the data is parsed from the corresponding 
smart socket XML file. After power failure, the smart socket will automatically exit the LAN. 

Connect a device connected to a smart socket to WIFI and use an Android phone APP to turn on 
and off the TV, rice cooker, air conditioner and other appliances. When the user is away from 
home, or because of a long distance, lazy and let the electrical appliances continue to work, the 
use of smart socket remote switch remote control, turn off lights and household appliances is a 
convenient thing, there is a significant energy saving effect. 

Smart home system can set a timer, the user can set a timer alarm clock start date, start time, 
and fill in the label events. When the device is connected to the smart socket, the setting time is 
up, the smart socket will be triggered to automatically connect or disconnect the power supply. 

A home appliance that detects infrared control in a local area network will switch to the infrared 
control interface. The smart socket acts as a server, and the infrared-controlled home appliance 
has stored the learned infrared code in the EEPROM, allowing users to control appliances such 
as televisions by pressing commands in an Android application. The transmit library function 
uses a PWM timer, rather than a delay function, to ensure an accurate output frequency and 
duty cycle. 

5. Performance testing 

5.1. Security monitoring test 

Before the test, we prepared two different power electrical equipment, their plug has made the 
embedded RFID electronic tag. One of the rated power of 200W equipment, specifically input 
100W data into its electronic label; the other rated power of 600W equipment, normal input 
600W data into its electronic label. The maximum allowable power of the smart socket system 
is 500W. The first device is used to simulate the situation where the actual working power of 
the device is greater than its own rated power, and the second device is used to simulate the 
situation where the actual power of the device is greater than the limit of the smart socket. 
Through the actual test, access equipment, the measured power is 193W, read label data 100W. 
When connected to device 2, the measured power is 597W, which is greater than the maximum 
limit of 500W for smart sockets. In both cases, the smart socket can timely disconnect the relay, 
stop the power supply, and send the alarm and mobile phone-side alert; thus play a role of 
security protection. 
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5.2. Power meter test 

The accuracy and performance of electric energy measurement directly affect the availability 
and effectiveness of the whole system. Change the maximum allowable power of the socket to 
1000W before the electrical energy is measured. Three electrical equipments with different 
rated power (60 W, 200 W, 600 W) are prepared to test the performance of smart socket 
electric energy metering. The electronic single-phase watt hour meter and smart socket are 
used to measure the electric energy of the same equipment respectively. Each measurement 
lasts for 6 hours, and the accumulated energy consumption value is collected every 30 minutes. 
Figure13 is the 12 sampling test data of the electric energy measurement module. It can be 
found that the measured values of the smart socket are in good agreement with the measured 
values of the standard ammeter for different equipment power. 

 
Fig.13 Comparison data of electric energy measurement test 

5.3. Wireless communication testing 

The wireless communication test is divided into the communication distance test under the 
condition of empty and barrier-free object and the communication distance test under the 
condition of partition wall. 

Table 1. Wireless communication test data 

Communication distance /m 5 10 15 20 25 

Open and barrier 
free 

Errors / times 0 0 0 0 0 

Error rate / % 0 0 0 0 0 

One wall apart 
Errors / times 0 3 5 9 18 

Error rate / % 0 6 10 18 36 

 

5.4. Physical images 

The physical form of the smart socket is shown in figure 14. 
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Fig.14 Physical drawing of smart socket 

6. Conclusion 

This paper introduces the function and design scheme of smart socket system based on Stm32, 
which has many functions, such as power monitoring, timing reservation, remote control, 
infrared remote control and so on. 

The smart socket can not only monitor and display the electric energy parameters such as 
voltage, current and power when the electrical equipment connected to the socket is working, 
but also, if the electric energy parameters exceed the rated electric energy parameters that the 
socket can provide, electrical outlets automatically cut power to electrical equipment and 
provide early warning to prevent electrical fires. In addition, if the electrical equipment is not 
connected to the socket, the socket is in the state of power cut, thus effectively avoiding the 
occurrence of electric shock accident. 

The smart socket can not only control the power on and off by appointment, but also remotely 
control the switch of the socket through the WIFI mobile terminal, all of which can help to save 
electricity. In addition, if the connected household appliances have infrared remote control 
function, the control signal of the remote control can be learned and stored in advance, thus 
realizing the infrared remote control function, further expanding the application scope of the 
smart socket. 
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