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Abstract 

At the time of the big data era, although computer and Internet-related technologies 
improved greatly, the attendant network information security issues were also very 
serious. At this stage, China's computer network information security mechanism has 
been set up, but there are still many loopholes in network information security 
maintenance, such as system risk, virus risk and management vulnerability, so that 
computer network information information will still be violated and threatened. This 
paper will make a thorough analysis of the network information security risk severity 
factors in the context of the big data era, and give some practical countermeasures. 
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1. Introduction 

Today, computers are essential for each of us to work, learn and play, we can in the computer 
network data and information transmission and exchange, data information download and 
storage and special processing of data information, the traditional preservation of paper 
materials will lose its preservation value over time, which increases the risk of data information 
storage. But in computer technology, the storage time for data information can be extended for 
a very long time, which undoubtedly greatly increases the value of the data information itself. 
But although the data information can be preserved, there will still be some illegal elements 
want to steal data for personal gain through extraordinary means, and more sophisticated 
hackers can also decipher some encrypted information or multi-national governments and 
some enterprises system intrusion and destruction, these acts of national information and our 
personal information has caused a huge threat. Whether it is the development of China's social 
economy or the growth of Our country's enterprises need a large amount of effective data 
information as material support, so the network information security work is particularly 
critical [1].  

2. Risks of Computer Network Information Security in the Context of Big 
Data 

2.1. Systemic Risk 

At this stage, many industries adopt the operating system security risk is high, mainly because 
the old operating system has been lack of technical support caused. Because there is no 
technical update and upgrade, so that the network information data has a serious security risk, 
in severe cases, will also cause the system to crash. In addition, the operating system will have 
built-in corresponding common services, where e-mail and web browsing are very common, 
when the system is subject to external intrusion, the above-mentioned common services can 
easily become the information vulnerability portal [2].  
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2.2. Virus Risk 

Downloading and browsing network information is one of the common behaviors when people 
use computers, because of their ability to identify viruses there are obvious differences, so that 
viruses can spread through information transmission channels. According to statistics in the 
world, the network virus type has more than 100, 000 kinds, the virus can not only cause attacks 
on the network host, but also attack the network server, so that the network has been paralyzed 
[3].  

2.3. Hacking 

In the big data environment, hacker intrusion is an important reason for network information 
security risk, hackers can use big data to hide their own attack behavior, because big data has 
the characteristics of low value density, security risk tools can not be identified and analyzed in 
a timely manner, which creates a certain opportunity for hackers to break into. At present, LAN 
is mostly built through Ethernet, which means that in the same network environment, any two 
nodes of the communication packets can be intercepted by either node network card, and for 
enterprises, usually set aside the corresponding Internet entrance to increase the convenience 
of internal work coordination, coupled with the operating system's own vulnerabilities, making 
the intrusion behavior more convenient. For hackers, the unauthorized path can be used to 
break into the internal network, tamper with and even steal relevant information, to individuals 
and enterprises have irreversible impact. Figure 1 Is the threat of a passive attack on computer 
network communications and Figure 2 is that computer network communications face an 
active attack threat [4].   

 

 
Figure 1. Threat of a passive attack on computer network communications 

 

 
Figure 2. Threat of attive attack on computer network communications 
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2.4. Managing Vulnerabilities 

Under the background of the rapid development of computer network technology, the 
information produced by it is not only large, but also very fast, if the staff does not have a 
comprehensive understanding of the network information security risk consciousness, to a 
certain extent will affect the storage and dissemination of network information. In addition, 
some enterprises have not yet established the corresponding network information 
management system, the lack of regular management and maintenance of network information, 
easy to cause human-caused information distortion and loss, and thus affect the quality of the 
entire network information [5].  

2.5. Lack of Advancedness and Innovation in Protection Technology 

In China's computer network technology staff's hard work research, in recent years, the 
government and large enterprises by hackers to steal data cases have decreased a lot. But in 
small and medium-sized enterprises and our personal daily life, such a phenomenon is still 
increasing, but also a serious threat to the security of computer networks. With the 
development of the times, not only computer network technology, as well as hacker stalking 
systems and the technology to manufacture viruses, they purposefully for the current network 
defense system and means to develop a variety of viruses and destructive techniques, and many 
hackers are computer network technology is very sophisticated talent, so they crack some 
defense measures and systems when it is hand-to-hand. Therefore, in such a situation, if the 
relevant practitioners can, not protect the advanced nature of network technology, then the 
government and personal information security will never be guaranteed, Internet technology 
automatically appeared since the rapid progress, China is the world's largest developing 
country, in the Internet technology professionals in the reserve of unique advantages, but in the 
development and research of network security technology or lack of some autonomy. Most of 
China's large enterprises and government departments now rely on overseas introduction of 
network security technology, has not been able to explore a line with the development of 
China's network security technology, which also makes the relevant scholars and practitioners 
slowly lost research and development ideas, resulting in China's network information security 
technology serious lack of innovation [6].  

3. Computer Network Information Security Protection Measures in the 
Context of Big Data 

3.1. Increase Disknowledge for Computer Network Information Technology 
and Promotion of Computer Security 

Many hackers now are skilled in the use of high-end computer network technology, can be most 
of the current network security defense system to break the intrusion, in order to effectively 
prevent our government, enterprises and individuals information is not stolen by others, it is 
necessary to strengthen the computer network security education and publicity, for younger 
users to establish the correct Internet use concepts and methods, from the root cause to reduce 
the probability of hackers [7].  

China's social and economic development gradually shows diversity, openness, with the 
development and application of computer network technology more and more frequent, 
Internet information more and more rich and diverse, in order to reduce the interference of bad 
information, the relevant staff should strengthen the computer network security supervision 
and management, for computer users to provide healthy and safe network information, at the 
same time, increase the publicity of network security, popularize the relevant knowledge of 
computer maintenance security, so that computer users more standardized operation, improve 
the behavior of computer use [8].  
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At the same time, we need to strengthen the training and education of computer practitioners, 
and then develop more advanced network protection technology, establish a professional 
network security system elite organization, and constantly increase the defense and combat of 
cyber-hackers. In addition, after the hacker intrusion of the system response strategy also need 
to take into account, once the hacker is hacked, it is necessary to quickly take positive response 
measures and counter-attack strategy, in order to ensure that data information is not stolen on 
the basis of the hacker to punish [9].  

3.2. Improve the Protection of Intellectual Property Rights and Promote 
Independent Research and Development 

Mastering the latest and most advanced computer network technology is the most powerful 
means to protect data and information, but the current academic and research and 
development level of our country restricts the progress of research and development of 
computer network security protection technology to a certain extent. As far as the current 
actual situation is concerned, our country should vigorously strengthen the training of 
computer network technology personnel, gradually get rid of the dependence on foreign 
network technology, and constantly strive for China's strong competitive position in computer 
network security technology, and then lies in the hacker's struggle to occupy the initiative, 
greatly reduce the probability of successful hacking, fundamentally strengthen the protection 
of computer network information [10].  

3.3. Improving the Network Virus Prevention System 

Hacker is synonymous with people with very high computer network technology, from 
computer 

Shortly after the network was created, hackers appeared. Many hackers will be driven by 
interests to help them do illegal and criminal things. They understand the vulnerabilities of the 
computer network system, and then use these vulnerabilities to invade the computer and steal 
or damage the information in the computer.  

Computer viruses have become one of the important factors that seriously threaten the 
information security of computer networks. With the development of computer network 
technologies, the types of viruses are also increasing. Viruses are latent, hugely destructive, 
offensive, and infectious. Once infected, they will cause huge losses, and the virus is infectious. 
If a computer on the network is infected, then the entire network All of the computers will be 
threatened, which will bring huge security risks to user information.  

In the big data environment, hacking is an important cause of network information security 
risks. Hackers can use big data to hide their own attacks. Due to the low value density of big 
data, security risk tools cannot be identified and analyzed in time. This creates a certain 
opportunity for hacking. At present, most LANs are built through Ethernet, which means that 
in the same network environment, the communication data packets of any two nodes can be 
intercepted by the network card of any node, and for enterprises, they usually reserve the 
corresponding Internet entrances and exits to increase the convenience of internal work 
coordination, coupled with the vulnerabilities of the operating system itself, makes hacking 
more convenient. For hackers, they can use unprotected paths to invade the internal network 
of the enterprise, tamper with or even steal relevant information, which will bring irreversible 
impact to individuals and enterprises.  

Increasing the popularization of network security knowledge and avoiding the number of times 
users browse unhealthy websites is the most effective way to avoid users being infected by 
viruses, while the network police need to constantly join the inspection of websites containing 
viruses, and constantly update advanced network troubleshooting techniques and methods, so 
as to install targeted software for computers, to avoid virus intrusion into computer important 
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information storage systems. Traditional computer network security technology is to remove, 
limit and maintain and other functions. The current computer security protection encryption 
technology is to improve the confidentiality of computer network, improve the effectiveness of 
security protection, the application of encryption technology to computer network security 
protection, computer users can obtain high security protection, for the transmission of 
information and data to bring a certain security, prevent information transmission and data 
storage in the process of tampering, prevent data theft, effectively improve the security 
performance of local computer equipment. Figure 2 shows how the firewall basically works.  

 

 
Figure 3. Basic working principle of the firewall 

3.4. Pay Attention to Account Security 

Computer network network security protection strategy consideration and implementation 
from thefactors affecting computer network security, the protection of internal factors of 
network security requires attention to account security management. The account security 
management includes the management of a variety of account types, and the effective 
management of account security is realized through the protection of computer system account, 
online banking account, Tencent account and email account. The security protection 
management of account requires users to enhance the computer's awareness of safe use and 
management, and complicating the account setting in the case of heightened security 
awareness will make the password more difficult to disclose. Secondly, setting special symbols 
in account security management can effectively avoid the occurrence of password similarity 
due to the simple password setting, and the degree and regular replacement. 

3.5. Innovative Network Information Security Protection Ideas Various Units 
and Enterprises Are Carrying Out Computer Network Information Security 
Protection Work 

At all times, this work must be incorporated into the overall management of the unit enterprise, 
and this work must be highly valued, and the security ideas of computer network information 
should be innovative. One aspect is the concept of leadership. The concept of leadership 
determines the thinking of the staff to a certain extent. If the leader does not have the protection 
of network information security, he needs an innovative concept. Even if the staff wants to 
innovate, it does not make sense. After establishing the concept of leadership, ideological 
education of employees, regular training of employees to eliminate the phenomenon of 
employees on the Internet. Employees need to do a good job of protecting important 
information of the enterprise, back up and encrypt important information, or use cloud storage 
methods.  

3.6. Establish A System for Protecting Information Security in A Secure 
Network 

All units and enterprises should formulate a reasonable and scientific network information 
security management system in accordance with the relevant laws of the country, such as 
encrypting and backing up important information of unit enterprises, and then establish a 
system of regular supervision and inspection. If the security risk is found, the unit enterprise 
shall take effective measures in time and maintain the information on the computer network in 
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time. Unit enterprises should also vigorously publicize the formulated system so that every 
employee always abides by the system and does not do anything that can threaten the security 
of computer network information. There must also be a system of rewards and penalties for 
employees, and rewards should be given to employees who perform their work seriously; there 
should be penalties for employees who do not work seriously and have safety issues.  

4.  Conclusion 

Under the background of big data era, we pay more attention to the security of computer 
network information in the preservation, dissemination and circulation, the openness and 
coverage of computer network requires the establishment of a stable and secure computer 
network operating environment, strengthening computer security information technology is of 
great significance to establish a healthy and stable computer application environment. 
Specifically, system vulnerabilities should be repaired in a timely manner to prevent tampering 
and loss of information data, prevent virus transmission, eliminate network virus transmission 
path, effectively prevent hackers from hacking, system firewall etc, effectively prevent hackers 
and strengthen network information security training, build a security management system, 
only in this way to ensure the integrity of network information, enhance the awareness and 
ability to respond to network information security risks.  
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