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Abstract 

Since the advent of Bitcoin[1], blockchain has ushered in explosive development. The 
reason why people from all walks of life attach great importance to blockchain is that it 
can solve the problem of crisis of confidence. Many industries have deeply studied the 
key technologies and architecture of blockchain, which makes blockchain grow 
continuously. Blockchain is an application based on distributed systems. Peer nodes in 
blockchain network reach consensus through consensus algorithms to ensure normal 
work. The consensus mechanism is the core problem of the blockchain. According to the 
FLP impossible theorem: a consensus algorithms cannot meet the needs of any scenario. 
Therefore, different consensus algorithms may be used in different application 
scenarios. Each consensus algorithm has its advantages and disadvantages and 
significance. This paper introduces the non-Byzantine consensus algorithms and the 
Byzantine consensus algorithms and compares them, which aim to provide guidance for 
researchers and developers who study consensus algorithms. 
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1. Introduction 

When it comes to blockchain, people first think of bitcoin which is the first application of the 
blockchain. The emergence of blockchain technology is to solve the problem of crisis of 
confidence in commercial transactions. It has revolutionized the structure of industry and 
commerce [2-7,26]. The blockchain is an open and transparent distributed ledger and does not 
require third-party supervision, which has aroused great interest in academia and industry. 
The Ethereum Foundation and the Hyperledger community continue to innovate blockchain 
technology, which has effectively promoted the iterative development of blockchain technology. 
Now the United States, Britain, Russia, Australia, Japan and other developed countries have 
carried out research and application of blockchain from a strategic perspective. Foreign 
Internet giants such as Google, Microsoft, Oracle, and IBM have deployed blockchain 
technologies and introduced technology solutions and applications. After years of accumulation, 
the global blockchain has ushered in explosive development and carried out a series of 
applications in the fields of financial services, supply chain management, culture and 
entertainment, intelligent manufacturing, medical health[8-10],  Internet of things and social 
welfare. Well-known universities have strengthened blockchain theory research and talent 
cultivation. For example, the top ten universities in the United States, including Harvard, 
Stanford, and Princeton, have opened blockchain-related courses, and invested resource in key 
technologies such as consensus algorithms and cryptography. 

Decentralization is one of the most important features of the blockchain. Traditional 
transactions require a centralized, trusted third-party organization to record them. However, 
the decentralization of the blockchain can break the form of traditional transactions. Without 
the coordination of any authoritative intermediaries, people who do not trust each other can 
complete the transaction without the participation of a third party. The pain points of 
traditional supply chain finance are that enterprises can not prove their innocence, the 
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authenticity of the transaction itself is difficult to verify, and the information is separated and 
cannot be shared. The blockchain solves the crisis of trust through consensus algorithms, and 
prevents the performance risk through smart contracts. The blockchain can effectively transmit 
trust along the supply chain and reduce the cooperation cost. 

The core technologies of the blockchain are smart contracts[11], the scalability consensus 
algorithms[12], encryption algorithms, P2P and so on. The consensus algorithms of blockchain 
guarantee the consistency of data of all nodes in the whole network. The consensus algorithms 
are extremely essential for the blockchain. Rest of the paper is organized as follows: Section II 
introduces the non-Byzantine consensus algorithms and the Byzantine consensus algorithms. 
Section III mainly compares the non-Byzantine consensus algorithms and the Byzantine 
consensus algorithms. Section IV briefly describes the development trend of consensus 
algorithms. Section V mainly summarizes this article. 

2. Consensus Algorithms 

when it comes to consensus it is often discussed together with consistency. But they are not 
exactly equivalent. Consistency often refers to the state of data presented by multiple copies of 
a distributed system. Consistency describes the result state. Distributed consistency needs to 
meet liveness constraints and safety constraints. At the same time, distributed consistency also 
needs to satisfy validity. 

Liveness constraint: Consistent results are finished within a specified time frame 

Safety constraint: the final decision result of different nodes is consistent 

Validity: The proposal presented by a node is the result of the decision 

Consensus describes the process of achieving consistent results for a state between multiple 
nodes in distributed systems. The consensus algorithms solve the process of agreeing on a 
proposal. In this paper, we divide the consensus algorithms into non-Byzantine consensus 
algorithms and Byzantine consensus algorithms. 

2.1. Non-byzantine Consensus Algorithms 

The non-Byzantine consensus algorithms are the consensus algorithms used when there are no 
malicious nodes in the network. Typical non-Byzantine consensus algorithms have Paxos, 
Multi-paxos, Fast-paxos, Raft and Kafka. Typical non-Byzantine consensus algorithms are as 
follows: 

A. Paxos 

In 1990, Lamport first proposed the Paxos consensus algorithm in the paper [13].The purpose 
of the Paxos consensus algorithm was to adrress the consistency problem.  Paxos is the first 
widely used consensus algorithm. The basic idea of Paxos is relatively simple, but the 
description of the original paper is relatively difficult to understand. So many people can't really 
understand. Lamport published an article in 2001 to explain Paxos. Then Paxos became all the 
rage. Paxos have three roles: Proposer, Acceptor, and Learner. The basic process is that multiple 
Proposer submit proposals, and The proposal recognized by most people is the approved value.  

Proposer: Put forward a proposal and wait for everyone to approve as a value 

Acceptor: Be responsible for voting on and accept proposals  

Learner: Get approval results and help spread. 

Paxos needs to meet the Safety constraints and Liveness constraints. In general, the system can 
reach a consensus with more than 50% of the nodes in the Paxos consensus algorithm working 
properly. The Paxos consensus algorithm is too theoretical, and does not consider some 
optimization mechanisms and so on. So many derivative algorithms have emerged. Such as Fast 



Scientific Journal of Intelligent Systems Research                                                                                        Volume 2 Issue 12, 2020 

ISSN: 2664-9640                

140 

Paxos, multi-Paxos, Raft algorithm and so on. The significance of Paxos is to provide a source of 
innovation for other consensus algorithms. 

B. Multi-paxos 

The term multi-paxos was first introduced in paper [14]. Multi-paxos aims to further optimize 
paxos. Paxos is to agree on one value, while multi-paxos is to run multiple paxos instances so 
that it agree on multiple values.  

C. Fast-paxos 

Fast-paxos is proposed by Lamport in paper [15]. The goal of Fast-paxos is to reduce the delay 
in reaching an agreement and eliminate the communication step. Fast-paxos also aims to 
reduce costs in the consensus process. 

D. Raft. 

In 2013, Standford’s Ongaro and others published the paper [16] and proposed Raft algorithm. 
The purpose of the Raft algorithm is to further optimize multi-Paxos. Raft is easier to 
understand and implement. Raft has three roles: Leader, Candidate, and Follower. At the 
beginning, all were Follower, and more than half of the votes were elected as Leader. The data 
synchronization of the leader to the follower is one-way. Raft is optimized for log replication. 
Raft is a widely distributed, consistent, decentralized, and highly available distributed protocol 
used in engineering. Raft is of great significance to the engineering.  

E. Kafka 

Kafka was originally developed by LinkedIn. The main purpose of developing Kafka is to create 
a data processing framework which collect and distribute a large number of messages, 
including user behavior data, website operation statistics, etc. [17]. Early messaging systems 
had problems such as low throughput, high management overhead, and most of them could not 
be processed online (only offline processing and batch processing). Kafka solves the problems 
in early messaging systems. Kafka has the advantages of scalability, dependability, durability, 
and high throughput. It also supports offline and online processing of data. But kafka also has 
the disadvantage of relying too much on Zookeeper. 

2.2.  Byzantine Consensus Algorithms 

The Byzantine consensus algorithms are the consensus algorithms used when there are 
malicious nodes in the network. The Byzantine consensus algorithm scan be divided into two 
categories, The first category is probability-based consensus algorithms, for example, Proof of 
Work (PoW), Proof of Stake (PoS), and Delegated Proof of Stake (DPoS), Proof of Vote(PoV) 
Ripple Protocol Consensus Algorithm(RPCA), Proof of Trust(PoT), Proof of Majority(PoM). The 
second category is deterministic consensus algorithms, such as Practical Byzantine Fault 
Tolerance (PBFT), Byzantine Fault Tolerance (BFT), Diversity of opinion Byzantine Fault 
Tolerance (DBFT). Typical Byzantine consensus algorithms are as follows: 

Probability-based consensus algorithms 

Proof of Work 

Proof of Work (PoW) was first applied in Bitcoin [1]. This is a computational power problem 
based on probabilistic events. A consensus can be reached if the malicious node does not exceed 
50%. It's purpose is to find a random number Nonce that is less than the difficulty value. The 
process of finding a random number less than the difficulty value is also called mining. Finding 
a random number of Nonce will cost a lot of computing power. The algorithm has many 
disadvantages: such as a waste of power, slow transaction speed, and low throughput. When 
you have more than 50% of your computing power, you can control the entire network. When 
several large mining pools are currently combined, the entire network will face a crisis of 
monopoly. The advantage of PoW is that it has better scalability. The PoW algorithm is used in 
Bitcoin. 
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Proof of Stake 

With the continuous development of the consensus algorithms, PoS appears. PoS is discussed 
in the paper[18].The purpose of the algorithm is to save more power in the consensus process. 
The more tokens you have, the longer you have, the more likely you are to dig into the mine. 
PoS Can tolerate no more than 50% of malicious rights nodes. PoS has the advantages of low 
transaction delay, high throughput, energy saving and good scalability. 

Delegated Proof of Stake 

DPoS was invented by the Bitshares project team [19], which can tolerate no more than 50% of 
malicious nodes. The DPoS algorithm generates blocks by taking 101 representatives in turn. 
The purpose of DPoS is to significantly reduce the number of nodes involved in block 
verification and accounting, thereby reducing the time required for consensus verification and 
making transactions more efficient. The advantages of DPoS are: fast transaction speed (second 
level), high throughput, energy saving and good scalability. Blockchain using DPoS is more 
efficient and energy saving than blockchain using PoW and PoS. In 2018, Luo Y and others 
proposed A New Election Algorithm for DPoS in paper [20]. The purpose of this algorithm is to 
select a server among many servers as the generator of the new block. It is more efficient and 
less expensive than PoW. 

Proof of Vote 

In 2017, Li K and others published the paper and proposed Proof of Vote algorithm [21], PoV is 
a new consensus mechanism based on the core idea of voting movement and voting mechanism. 
The network participants have four identity : commissioners, butler candidate, butler, and 
ordinary user. The significance of this algorithm is to propose a reliable consensus algorithm 
for consortium chain. In the case where at least the N/2 + 1 Commissioner works effectively( N 
is the total number of nodes), PoV ensures that the blockchain never forks. The advantage of 
this algorithm is that it is more safer and more energy-saving than PoW. 

Ripple Protocol Consensus Algorithm 

David Schwartz and others present Ripple Protocol consensus algorithm to address latency 
issues[22]. Ripple Protocol consensus algorithm is largely used in Ripple cryptocurrency. 

Proof of Trust 

Jun Zou, Bin Ye and others proposed Proof of Trust which is consensus protocol that is suitable 
for the crowdsourcing as well as the general online service industry in paper[23].PoT use Two 
algorithms that are Shamirs secret sharing algorithm and RAFT leader election.Transaction 
validators are elected based on the service participants’ trust values.  The scalability issues 
associated with the traditional Paxos-based and BFT-based algorithms are addressed. Some 
mechanism will be added to PoT protocol in the future, which make PoT protocol work around 
the rare situation of consensus deadlock. 

Proof of Majority 

In 2018, Jun-Tae Kim and others propose a Proof of Majority in paper[24]. PoM is aimed to 
reduce waste and improve block-generation performance in a private blockchain environment. 

Deterministic Consensus Algorithms 

Practical Byzantine Fault Tolerance 

The PBFT consensus algorithm can quickly confirm transactions and address the problem that 
PoW wastes huge power due to long confirmation time. The PBFT consensus algorithm can 
tolerate no more than 1/3 of malicious nodes. The PBFT consensus algorithm has the 
advantages of high throughput, energy saving, and low transaction delay. Nodes in a PBFT 
network need to communicate with each node to reach an agreement, so scalability is limited. 
PBFT is more suitable for high-speed networks and blockchain systems with fewer nodes. 

Byzantine Fault Tolerance 
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The purpose of BFT is to solve the problem that nodes do evil and generate malicious messages. 
BFT is a kind of replication algorithm. BFT meets the safety and liveness constraints. 

 Diversity of opinion Byzantine Fault Tolerance  

In 2018, DBFT is proposed by Jeon S and others in the paper[25]. DBFT is a consensus algorithm 
based on BFT. DBFT goes through two-layer consensus agreement processes. The purpose of 
the two-layer consensus agreement processes is to compare whether the agreement processes 
in the two processes are consistent. If they are consistent, the transaction will be executed , 
otherwise it will be reject. The throughput of DBFT is twice that of BFT. This algorithm means 
that malicious nodes are dealt with favourably. DBFT solves the problem of excessive power 
consumption of PoW and the problem of excessive malicious nodes in BFT. 

3.  Comparison of Consensus Algorithms  

 Paxos's paper lacks many implementation details. Paxos did not consider some optimization 
mechanisms, so later Multi-paxos, Fast Paxos, Raft algorithm with optimized performance 
appeared. Raft is a re-simplified design of Multi-paxos, Raft is easy to understand. Comparison 
of the non-Byzantine consensus algorithms is shown in Table 1: 

 

TABLE 1. comparison of non-Byzantine consensus algorithms 

 Paxos Multi-paxos 
Fast-paxos 

 
Raft 

Is it optimized ? No Yes Yes Yes 

crash fault tolerance < 
1

2
 < 

1

2
 < 

1

2
 <=

2

5
 

 

The probability-based consensus algorithms are a consensus with a large probability, and the 
deterministic consensus algorithms are to confirm the agreement and then reach a consensus. 
The probability-based consensus algorithms will have bifurcation, while the deterministic 
consensus algorithms have no bifurcation. The more nodes  probability-based consensus 
algorithms, the more stable the system.The number of nodes probability-based consensus 
algorithms can be changed at will. The performance of deterministic consensus algorithms will 
gradually decrease with the increase of the number of nodes, and the number of nodes cannot 
be changed arbitrarily. Probability-based consensus algorithms are mostly used for 
permission-less chains, while deterministic consensus algorithms are mostly used for 
permission chains. Comparison of the Byzantine consensus algorithms are shown in Table 2: 

4. Development Trend of Blockchain Consensus Algorithms 

The consensus algorithms are a key factor to measure the performance of the system. In the 
PoW algorithm, the disadvantage is that the network performance is too low, and a lot of 
resources are wasted due to mining. The large investment in the calculation of the mining 
machine distorts the original intention of Nakamoto. The PoW algorithm is not suitable for 
commercial applications. The cost caused by a large number of broadcasts in the PBFT network 
is extremly large. How to improve the system throughput is a problem to be solved by the 
consensus mechanism. In the future blockchain consensus algorithms, it is possible to consider 
designing a consensus algorithm which spend less computing power in the future. It also is 
possible to design fewer broadcasts under the premise of security in the future. In addition, 
there are also algorithms that combine the two algorithms to maximize the benefits of the 
algorithm. 
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TABLE 2. comparison of Byzantine consensus algorithms 

 Scalability 
Energy 

Conservation 

Byzantine-
Fault-

Tolerant 
Blockchain Type Throughtput(TPS) 

PoW strong No < 
1

2
 permission-less <100 

PoS strong Yes < 
1

2
 permission-less <1000 

DPoS strong Yes < 
1

2
 permission-less <1000 

PoV - Yes < 
1

2
 

permission-based 
consortium 

- 

RPCA - Yes < 
1

5
 permissioned - 

PoT strong - < 
1

2
 

permission-based 
consortium 

permission-less 

- 

PoM - Yes - permissioned - 

PBFT weak Yes < 
1

3
 

permission-based 
consortium 

<2000 

BFT - - - permissioned - 

DBFT - - - permissioned - 

5. Conclusion 

Blockchain technology uses a consensus algorithm to build a trusted decentration trusted 
network that provides a basis for value records and value circulation. Consensus algorithms 
play an important role in value transfer. Blockchain has the advantages of untamable and 
traceability, but the blockchain is in the initial stage of development. There are many 
shortcomings such as low performance and loopholes. We should proceed from the actual 
situation, understand the actual business scenarios, and design safe and credible business 
solutions based on blockchain consensus algorithms and other related technologies. In this 
paper, the consensus algorithms are divided into non-Byzantine consensus algorithms and 
Byzantine consensus algorithms to explain the consensus algorithms. Then we compare them 
separately. I hope that the paper can provide readers with some knowledge about consensus 
algorithms. 
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