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Abstract 

The dissimilarity measurement and outlier factor calculation based on the k-nearest 
neighbor field have always been important research directions in outlier detection 
algorithms. The existing k-neighbor-based density outlier detection algorithm LOF is 
between the point to be measured and the k-nearest neighbor. The outlier factor of this 
point is calculated by the density comparison, but the method is prone to misjudgment 
of boundary points when the detection data is irregularly distributed. Although the 
INFLO algorithm improves this situation by introducing inverse k-nearest neighbors, 
this method not only increases the amount of calculation but also does not improve the 
situation where the LOF is sensitive to the value of k. When the value of k changes, the 
detection result of INFLO may be biased . To solve this problem, an outlier detection 
algorithm based on local density and connectivity  (LDCO) is proposed. By combining the 
concept of mutual nearest neighbor points, the correlation between the various 
neighbor points and the degree of outlier of the data points is analyzed , and a new 
pruning strategy is proposed. The dissimilarity measure based on connectivity is 
introduced to improve the algorithm's ability to handle irregular data sets. The 
theoretical analysis and experimental results prove that the accuracy and efficiency of 
the LDCO algorithm is higher than LOF and INFLO. 
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1. Introduction 

Outlier detection is an important research direction of data mining. It originates from the 
"noise" of preprocessing in data mining. With the rapid development of the Internet and 
information technology, these "noise" that we previously ignored may record some anomalies. 
The behavior also contains a lot of valuable information, such as: machine failure reasons, 
network attack information, credit card fraud information, pre-disease symptoms, etc. 
Therefore, it is possible to find outliers in the data set that may be generated by abnormal 
mechanisms containing useful information Become an important task in the data mining 
process.  

The purpose of outlier detection is to find a small amount of data in the data set that is different 
from most of the data. The definition of outliers that are now generally accepted is given by 
Hawkins: "Outliers are those that are different from most of the Obvious differences make it 
suspect that they are produced by different mechanisms[1]. " Through the definition of 
Hawkins, we can understand that in outlier detection algorithms, outliers are generally 
considered to have two points in common: 1. Smallness: That is, the number of outliers only 
accounts for a small part of the entire data set, and is generally considered not to exceed About 
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5%; 2. Isolation: that is, most of the outliers are far from the group or deviate from the 
surrounding groups[2].  

With the development of outlier detection, a large number of outlier detection algorithms have 
been proposed. The distance-based detection method was first proposed by Knorr and Ng in 
1998[3], this method detects outliers by calculating the distance between all objects and their 
nearest neighbors. Johnson et al. Proposed a depth-based algorithm[4], Breunig et al.'S Local 
Outlier Factor Algorithm (LOF)[5], Yu et al. Proposed an outlier mining algorithm (LIC) based 
on local isolation coefficients[6]. Among them, density-based outlier detection is an important 
direction for outlier detection research. 

The density-based method is to overcome the problems caused by the distance-based method 
when facing different density clusters. The basic idea of the density-based method is: "The 
density of outliers is very different from the density around them. Compare the density of and 
its domain density. If there is a significant difference between the densities, you can declare the 
object as an outlier. " The most classic density-based method is the Local Outlier Factor 
Algorithm (LOF) proposed by Breunig et al. Aiming at the shortcomings of LOF, Jin et al. 
proposed a local outlier detection algorithm based on reverse K nearest neighbors (INFLO) [7]. 
Although the INFLO algorithm overcomes some of the shortcomings of the LOF algorithm, it 
still has sensitivity to the parameter K, a large amount of calculation, and is not suitable for 
some special data sets [8]. 

In view of the above problems, this paper proposes an outlier detection algorithm based on 
local density and connectivity (LDCO). Combine the concept of mutual K nearest neighbors to 
better analyze the distribution of data points, screen out suspected outliers to achieve the effect 
of pruning, and thereby improve the efficiency of the algorithm. The introduction of the concept 
of connectivity detection can better deal with special data sets, thereby improving the 
scalability of the algorithm. 

The rest of the paper is organized as follows. In Section2, we analyzed the problem. In Section3, 
we introduced the related work and the proposed algorithm. In Section4, we performed 
experimental verification. Finally, we conclude in Section 5. 

2. Problem Analysis 

2.1. Related Information 

Local outlier factor algorithm (LOF) is a very classic density-based outlier detection algorithm. 
This algorithm analyzes the local density of the measured points and the distribution of 
surrounding sample points to give each data point a characterization of the data The factor of 
the outlier degree of the object, and then find the data points of the outlier degree top-n, and 
these top-n data points are the detected outlier points. Some basic definitions of the LOF 
algorithm are as follows: 

Definition 1 (K-distance of data point p)[5] For a data set D, if there are data point p and data 
point o in the data set, the Euclidean distance between the two points is recorded as  d (p, o), 
and the data point o meets the following conditions: there are at least k data points q∈D/q such 

that d (p.q) ≤d (p, o); there are at most k-1 data points q∈D/q such that d (p.q) ≤d (p, o). Then d 
(p, o) is called the k distance of the data point p, and it is recorded as k-distance (p). 

Definition 2 (K-nearest neighborhood of data point p)[5] In the data set D, the k-distance (p) of 
the data point p in the data set D is known, and the set of all data points in the data set D whose 
distance p point does not exceed k-distance (p) is the k-distance field of p point, denoted as 

kN (p) :   
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kN (p) {q q D,d(p,q) k-distance(p)}=                                                     (1) 

 

The selection of the "neighbors" of the test points can greatly affect the detection results. From 
the above, we know that the algorithm represented by LOF simply treats the k points closest to 
the test point as the test point. The detection field is prone to detection errors. Therefore, Jin et 
al. Reverse neighbors and k-nearest neighbors construct an extended detection field. 

2.2. Problem Description 

The LOF algorithm simply considers the k points closest to the point to be measured as 
"neighbors", and then uses these neighboring points to determine the degree of outlier of the 
point to be measured. However, the nearest "neighbors" of some data points are distributed in 
clusters of different densities, which can easily lead to erroneous detection results, so it is not 
accurate to simply use k-nearest neighbors as the field for detecting outliers. The selection of 
the "neighbors" of the test points can greatly affect the detection results. From the above, we 
know that the algorithm represented by LOF simply treats the k points closest to the point to 
be measured as the detection area where detection errors are prone to occur. For this reason, 
the INFLO algorithm proposed by Jin et al. An extended detection field is constructed to the 
nearest neighbors and k nearest neighbors. Compared with the LOF algorithm, INFLO not only 
considers the k-nearest neighbors of the measured points, but also considers the reverse 
neighbors of the measured points, which can better reflect the distribution around the 
measured points. But doing so increased the amount of calculation and did not completely solve 
the problem. 

As shown in Figure. 1, there are two different densities of C1 and C2. When K = 5, although the 
Q point belongs to the C2 cluster, most of it‘s K neighbors belong to the C1 cluster. If you use 
the LOF algorithm to calculate the outlier degree of the Q point, an error will occur. Since most 
of the reverse K nearest neighbors of the Q point belong to the C2 cluster, the detection effect 
of the INFLO algorithm is improved. However, for the boundary point P in the high-density 
cluster C1, there are many reverse K nearest neighbors in the C2 cluster. The INFLO algorithm 
may produce a large deviation when calculating the outlier degree of P. 

 

 
Figure 1. Examples for illustration 

 

In addition to the above problems, LOF is not good at processing special-shaped data sets (such 
as: linear, crescent, etc). As shown in Figure. 2, the graph consists of a linear cluster R1, a 
circular cluster R2, and an outlier A. If LOF and INFLO are used as the detection methods based 
on local density, the outlier degree of point A may be lower than R2, which is incorrect. In 
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addition, both LOF and INFLO need to calculate the outlier degree of the full data set and then 
find outliers according to the ordering, which makes it inefficient to process high-dimensional 
large data. 

 

 
Figure 2. Failure of Outliers detection for LOF [9] 

3. Relate Work 

From the above analysis, we can see that the traditional density-based algorithms have 
problems in scalability, stability, and efficiency. Related work in this paper falls into three main 
categories: mutual K nearest neighbors and Connectivity-based approach, LDCO algorithm 
related concepts, algorithm structure. 

3.1. Mutual K Nearest Neighbors and Connectivity  

Definition 3 (Mutual K nearest neighbor of data point p) [10] For a data set D, if there are data 

point p and data point q in the data set, and kq N (p)  kp N (q) . Then p and q are mutual K 

nearest neighbor relations, Recorded as k kq MNN (p),p MNN (q)  . 

Mutual k-nearest neighbors are an improvement on k-nearest neighbors and inverse k-nearest 
neighbors. Compared to k-nearest neighbors and inverse k-nearest neighbors, mutual k-
nearest neighbors are more capable of describing the distribution around points. 

As shown in Figure. 3, there are two clusters and six outliers. The contour map of the number 
of mutual K nearest neighbors of each point in the data set is shown in Figure. 4. It can be seen 
that the point at the most central position of the two data clusters is used for the most mutual 
K-nearest neighbors, and then the smaller it goes to the edge. This shows that the number of 
mutual K neighbors can reflect the position of the point in the data set to some extent, which is 
an advantage that other neighbor relationships do not have. 

The large outlier algorithm is inefficient because it often needs to calculate the degree of 
outliers at all points, which causes unnecessary waste. The pruning operation is to filter out the 
interior points of each cluster in the data set. These points must not be outliers, avoiding 
unnecessary calculations. The most common method is to use outlier pruning using a clustering 
algorithm [11]. In this way, the effect of profit group detection depends heavily on the effect of 
clustering, which may cause unnecessary trouble. Through the above analysis, we know that 
the interior points will have more mutual K neighbors, while the edge points and outliers will 
have fewer mutual K neighbors. Outliers in the data set generally do not exceed 5%, so we can 
filter out some points with fewer K-nearest neighbors. These points must not be interior points, 
so that the pruning effect is achieved without being affected by the clustering results. 
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Figure 3. A sample example 

 
Figure 4. Contour map 

 

Density-based outlier detection algorithms will fail when processing special data sets. In 2002, 
Tang et al. Proposed a connectivity-based outlier factor (COF)[9]. This method calculates 
outliers based on the overall connectivity of the data points to the dataset. Although the 
connectivity-based method improves this situation well, it does not work well when faced with 
datasets with large differences in density. 

3.2. LDCO Algorithm 

From the above, the basic idea of the density-based method is: "The density of outliers is very 
different from the density around them. Compare the density of the data point with its field 
density. If there is a significant difference between the densities, You can declare the object as 
an outlier". This method is suitable for data sets with a spherical distribution, and is not good 
at processing some data sets with other morphological distributions. Connectivity-based 
methods are used to investigate the degree of connection between the points and the data set 



Scientific Journal of Intelligent Systems Research                                                                                        Volume 2 Issue 01, 2020 

ISSN: 2664-9640                

23 

to calculate the isolation of the points, so as to filter outliers. In order to combine the advantages 
of the two, a new outlier factor calculation method is designed by combining density and 
connectivity. 

The density estimation method in this paper uses the kernel density estimation method 
proposed by Latecki et al [12]. The density-based outlier factor is obtained by using the ratio of 
the kernel density of the point to be measured and its neighbor's kernel density. The 
neighborhood area is expanded to obtain extended density-based outliers as Equation 2. 
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k k kS (p) {q q N (p) FNN (p)}=                                                           (3) 

 

Where c is a scaling factor ranging from 0 to 1, kFNN (p) is the inverse K nearest neighbors, and 
LDE represents the kernel density at each point. 

The calculation method of connectivity is shown in Equation 4, among them ks S (p)= . Estimate 

the connectivity-based outlier factor LCO by comparing the ratio of the measured points to the 
neighboring points' connectivity, as shown in Equation 5.  

3.3. LDCO Algorithm Structure 

The process steps of the LDCO algorithm are shown in follow.  

 

Algorithm: outlier detection algorithm based on local density and connectivity 

Input: Data set D, parameter K,m 

Output: top-m Outlier according to LDCO 

1: for all p∈D, finding sorted distance from p to all neighbor q. 

2: for all p∈D, Get K nearest neighbors, reverse K nearest neighbors, and mutual K nearest 
neighbors at p 

3: ∀𝑝 ∈ 𝐷, if the number of mutual K nearest neighbors of p points is 0.8K or more 

4:       the p-point is the interior point of the cluster, not an outlier 

5: else 

6;       add p points to the candidate outlier set 

7: end 

8: for all p∈the candidate outlier set 

9:       Calculate LDCO(p) 

10: end 

11: sort all obtained LDCO values 

12: get the point of LDCO value top-m 

13: output m outliers 

14: end function 
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ii 1

2(s i)
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−
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Combine the above-mentioned density and connectivity-based outlier factor (LDCO) as shown 

in Equation 6, among them 
k

K
α=

S (p)
. 

 

     
α ELDF(p) (1 α)LCO(p)

LDCO(p)
2

+ −
=

g
                                                     (6) 

4. Experiment Analysis 

We will verify the performance of LDCO on stability, accuracy and efficiency on an artificial data 
set and several UCI data sets. 

4.1. Artificial Data Set 

As shown in Figure. 5, the artificial data set contains 3 clusters and 1 outlier, of which 2 clusters 
with different densities are closer and the other is a polyline cluster. 

 
Figure 5. Artificial data set 

 

Select one point on the contact edge of the C1 and C2 clusters, which is p1 and p2. Take a random 
point p3 in the C3 cluster and add the outlier point o. When K = 4-12, use LOF, INFLO, LDCO to 
calculate the degree of outlier of these 4 points, The result is shown in Figure. 6. 

As K is worth changing, the outliers calculated by the LOF and INFLO algorithms continue to 
fluctuate as K is worth changing. In many cases, the outlier point o is less than the normal point, 
which is incorrect. Compared with them, the LDCO algorithm is very stable in the face of K-
worth changes, and there is no misjudgment. 
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Figure 6. Compare Results 

4.2. UCI Data Set 

The Shuttle dataset contains 14,500 objects, each of which has 9 features and 1 label, of which 
about 80% of the data are of type 1 labels. From the Shuttle data set, 1000 data points were 
selected, of which 95% were classified as normal points and 1% were labeled as outliers. The 
results after using the three algorithms are as Table 1. 

 

Table 1. Performance comparison on the Shuttle dataset with fixed m=20(K=10) 

Algorithm Pr Re RP Time 

LOF 0.55 0.26 0.40 1.47 

INFLO 0.70 0.28 0.76 1.83 

LDCO 0.95 0.38 0.99 0.71 

 

Where m indicates that the algorithm outputs outlier top-m points. Pr represents precision, 
precision represents the percentage of true outliers in the top m objects returned by the method. 
Re means Recall, Recall is the percentage of total outliers contained in the top-m points. 
RP(rank power) measures the position of the outliers in the top-m points of the output, Suppose 
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there are n outliers in top-m, and Wi represents the position of these points, then RP is defined 
as: 

 

                                                                               
n

ii 1

n(n 1)
RP=

2 W
=

+


                                                                       (7) 

5. Conclusion 

In this paper, we propose a new density and connectivity-based outlier detection algorithm. 
Experimental results on artificial data sets and UCI data sets show that the algorithm is superior 
to the LOF and INFLO algorithms in stability, accuracy, and efficiency. 
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